Khoa HTTT Kinh té va THMDT
B6 mon Cong nghé thong tin

Bai giang hoc phan
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1. Muc dich va yéu cau

- Muc dich cta hoc phan
. Cung cap nhi*ng kién thirc co ban vé an toan va bao mat thong tin cho
HTTT doanh nghiép
. Cung cép thdng tin vé& cac nguy co tan cdng va phuong phap dam bao
an toan cho hé théng théng tin doanh nghiép
. Gidi thiéu mdt s6 rng dung cta céng nghé trong dam an toan va bao
mat thong tin doanh nghiép

1. Muc dich va yéu cau (t)

- Yéu cau can dat duoc
N3am virng céc kién thirc co ban vé an toan va bado mat
thong tin doanh nghiép
Cé kién thirc vé cac nguy co tan cdng va va cac phuong
phap dam bdo an toan cho hé thdng thdng tin doanh nghiép
S dung dugc mot s6 ing dung da cé trong viéc ddm bdo an
toan thong tin doanh nghiép

2. Cau truc hoc phan

. Hoc phan gém 3 tin chi (45 tiét) phan phéi nhu sau:
- Noi dung ly thuyét va thao luén 45 tiét (15 budi)
. Thoi gian: 10 budi ly thuyét, 2 BT va KT, 3 Thao luan
- Email: hoint2002 @gmail.com
- Bai gidng: http://nguyenthihoi.com/baigiang
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3. Ndi dung hoc phan

Chuwong 1. Téng quan vé an toan va bdo mat thdng tin

Chuwong 2: Quy trinh ddm bdo an toan va bao mét théng tin

Chuong 3: Cac kiéu tan cong va cdc mdi de doa d6i vdi an toan

va bao mat théng tin

Chuong 4: Ma héa thong tin

Chuong 5: Sao luu dit liéu va phuc hoi thong tin
Chuong 6: Dam bao an toan cho hé théng théng tin
Chuong 7: An toan dit liéu trong thuong mai dién to

1)

2)
3)

4)

5)
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Chwong 1. Téng quan vé an toan va bao mat théng tin

1.1. GIOI THIEU CHUNG VE AN TOAN VA BAO
MAT THONG TIN
¢ 1.1.1. Khai niém an toan va bao mat thong tin
*  1.1.2. Lich s phat trién clia an toan va bao mat
thong tin
¢ 1.1.3. Vai tro cta an toan va bao mat thong tin

1.2. MUC TIEU VA YEU CAU CUAAN TOAN VA
BAO MAT THONG TIN

¢ 1.2.1. Muyc tiéu cta an toan va bao mat thong tin
* 1.2.2. Yéu cau cho an toan va bao mat théng tin

* 1.2.3.Céc nguyén tic an toan va bao mat thong tin

* 1.2.4. Cac md hinh d@m bao an toan va bao mat
thong tin

1.3. AN TOAN VA BAO MAT THONG TIN THEO
QUAN TR| RUI RO
*  1.3.1. Tdng quan cé rti ro va quan tri rlii ro
* 1.3.2. Tdng quan V& rti ro cho thong tin va quan tri rai
ro trong hé théng thong tin
*  1.3.3. Méi quan hé gitra quan tri rlii ro cho thang tin
trong hé thdng thong tin va dam bao an toan va bao
mat théng tin
1.4. CHINH SACH, PHAP LUAT VE AN TOAN VA
BAO MAT THONG TIN

¢ 1.4.1. Cac chinh sach an toan va bao mat thong tin &
Viét Nam

¢ 1.4.2. Cac chinh sach an toan va bao mat thong tin
trén thé gioi

CAU HOI ON TAP VA THAO LUAN CHUONG 1

1.1. GIOI THIEU CHUNG VE ATBM TT

- 1.1.1. Khai niém an toan va bao mat thong tin
. 1.1.2. Lich st phat trién clia an toan va bao mat thong ti
. 1.1.3. Vai tro cua an toan va bao mat théng tin




1.1.1. Khai niém ATBM théng tin

. Khai niéem ATBM TT
. ATTT la gi?
. BaomatTTlag?
- Vidu
- Hong héc may tinh
- Sao chép di liéu trai phép
. Gidamao

- h-\%:} -

—
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1.1.1. Khai niém ATBM théng tin

. Khai niém HTTT An toan
. Pam bdo an toan thong tin
. DPadm b3o hé thdng cé kha
nang hoat dong lién tuc
. Dam b3o kha nang phuc hoi
khi gap su cd

1.1.3. Vai tro cua an toan va bao mat thong tin

. Bao vé chlrc nang hoat dong clia td chire

. Tao mdéi trwdng thuén Igi cho cac rng dung trong té chire
thwe thi an toan

. Bao vé dir liéu ma td chire thu thap va st dung.
. Ba&o veé cac tai san cé tinh cong nghé trong cac t chirc

—

—




1.1.3. Vai tro cua an toan va bao mat thong tin

"©Q Linh vwc quan trong wu tién bao dam ATTT

0 1 ™ 8 ¥ <

Linh vre giao théng Linh virc ning luerng Linh virc t3i nguyén Lk vy théng tin
. & mdi trurmg

Uinh vyre y té Linh vurc t3i chinh

A WO, I~ S

[ Quyét dinh s 632/QD-TTg ngay 10/5/2017 ciia Thi twéng J

Chinh phii ban hanh “Danh myc linh vire quan trong cin wu
tién bao dam an toan théng tin mang va hé théng
théng tin quan trong quéc gia”

i @ © W s

Linh vize ngin hang Linh vye qube phong Linh vy an ninh Uinh wyre d6 thi Linh wife chi dao, dieu hanh
ciia Chinh phil
©2017 - Cye An toan théng tin 1]
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Cac vung can dam bao ATTT trong HTTT

- Vung nguoi dung (User domain)

- Vung may tram (Workstation domain)

- Vung mang LAN (LAN domain)

- Vung LAN-to-WAN (LAN-to-WAN domain)

- Vung WAN (WAN domain)

- Vung truy nhap tir xa (Remote Access domain)

. Vung hé théng/trng dung (Systems/Applications domain)

e

Cac vung can dam bao ATTT trong HTTT

LAN Domain LAN-t6-WAN Domain WAN 2
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User Workstation Sarver
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Remote Gomputer SystemiApplication:
User in

1.2. MUC TIEU VA YEU CAU CUA ATBM TT

1.2.1. Muc tiéu cua an toan va bao mat thong tin
1.2.2. Yé&u cau cho an toan va bdo mat théng tin
1.2.3. Cac nguyén tac an toan va bdo mat théng tin

1.2.4. Cac mé hinh dam bao an toan va bao mat thong tin

e




1.2.1. Muc tiéu cua ATBM TT

(1) Phat hién cac 16 hong cta hé thong théng tin ciing nhw dy doan
trwdc nhirng nguy co tan cong vao hé thong thong tin cta to chirc gay mat
an toan va bao mat théng tin.

(2) Ngan chan nhitng hanh dong gay mat an toan théng tin va bao mat
thong tin tr bén trong cling nhu tw bén ngoai ctia td chire.

3) Phuc hdi cac tor1 that trong trwdng hop hé théng thong tin bi tan
cOng gay mat an toan va bao mat théng tin, nham dwa hé thong théng tin
tro lai hoat déng binh thwéng trong thoi gian sém nhét

16/01/2021

1.2.2. Yéu cau cho ATBM TT
Yéu cau cho ATBM TT (CIAA)

C6 tinh bi mat
C4 tinh toan ven EHE L
C6 tinh san sang : e
C6 tinh xéc thyc -
Bao mat HTTT la gi?
- Caccong cy?
- Cac bién phap?
— Thuec hién nhu thé nao?

Integrity Availability

Systems
available to
whom requires
them

Data not
modified, deleted
or added

Nguyén tac danh gia HTTT an toan
(1) C6 tim va

phat hién duoc tht
ca cac kha nang ma

dbi twong pha hoai e RS SticE
c6 thé tham nhap [ a ) ) D - /g @
vao hé théng thong O

tln ? CRACKING . e)o—@
. (2) Co6 dam bao
tat ca cac tai san

RANSOMWARE @%

cla td chirc phai
khi hét gia tri siv Semmrenom
dung'7 oF strnce

K‘ e s

INFORMATION /
SECURITY @-—o "HESMADownnoxm

THREATS

M;’ T
" O

dwoc bao vé dén

1.2.3. Cac nguyén tac ATBM TT

_Gi6i han quyén han t6i thiéu (Last Privilege) cho nguoi ding trong hé

thdng théng tin cda t6 chirc, doanh nghiép.

Can trién khai m6 hinh bao vé theo chiéu sau (Defence In Depth).

Viéc kiém soat trong hé théng théng tin phai duoc thwc hién theo co ché
nut that (Choke Point).

Thuwong xuyén phat hién va gia cb cac diém néi yéu nhét (Weakest Link)
cuta hé thong théng tin.

Céc giai phap d&m bao an toan va bao mat thong tin phai mang tinh toan
cuc (Global solutions)

Can da dang cac bién phap bao vé (Multi-methods)




1.2.4. Cac mé hinh dam bao ATBMTT

- Yéu cau:

- Mrc td chire ?

- Mtccd nhan?

- Mtrcvatly ?

- Phancing?

- Phan mém?

. Hé théng mang ?

= HFTT Kinh t& va TMBT
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hinh theo chiéu sau
. Cac bién phap?
. Ky thuat?

. Defense in Depth

Governance, Identity &
Risk Management, Access Management
& Compliance Database Security (online storage & backups)
Content Security, Information Rights Management
Message Level Security
Federation (SS0, ldentity Propagation, Trust, ...)
Application Authentication, Authorization, Auditing (AAA)
Security Assurance (coding practices)
Host Platform Q/S, Vulnerability Mgmt (patches),

Desktop (malware protection),...
Internal Network ""

Transport Layer Security (encryption, identity)
Perimeter

Firewalls, network address translation, denial
of service prevention, message parsing and
validation, ...

Physical Fences, walls, guards, locks, keys, badges, ...
Data Classification, Password Strengths,

: B A

Policies, Procedures, & Awareness Code Reviews, Usage Policles, ...

. Cac mirc bao vé trong mod

- Phuong phdp thyc hién?
. Chinh sach cda t6 chc?

1.2.4. Cac mé hinh dam bao ATBMTT

Defense in Depth Layers

/
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1.2.4. Cac m6 hinh dam bao ATBMTT
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1.2.4. Cac mo hinh dam bao ATBMTT

. Chinh sach bao mat theo I6p

L&p an ninh co quan/té chirc (Plant Security)
L&p bao vé vat ly
L&p chinh sach & thu tuc dam bao ATTT

L&p an ninh mang (Network Security)
L&p an ninh cho tirng thanh phan mang

«  Tuwong llra, mang riéng 3o (VPN)

L&p an ninh hé thdng (System Security)
L&p tdng cwdng an ninh hé théng
L&p quan tri tai khoan va phan quyén nguoi ding
L&p quan ly céc ban va va cap nhat phan mém
L&p phat hién va ngdn chdn phan mém déc hai.
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1.3. ATBMTT THEO QUAN TRI RUI RO

1.3.1. Téng quan vé rdi ro va quan tri rdi ro

1.3.2. Téng quan vé rdi ro cho théng tin va quan tri rai
ro trong HTTT

1.3.3. Mdi quan hé gii*a QTRR cho théng tin trong
HTTT va dam bao ATBM théng tin

1.2.4. Cac mé6 hinh dam bao ATBMTT

Fig. I11-1-2-3 Cyber Attack Countermeasures at Ministry of Defense & SDF

The Six Pillars of a Comprahansive
Defensive Measures against Cyber Attacks

1.3.1. Téng quan vé rai ro va quan tri rdi ro

Rui ro duoc hiéu Ia mot bién c6 khong chac chan ma néu xay

ra thi s& gay ton that cho con ngudi hodc t6 chirc ndo do.

Céc dic trung co ban 1a tan suét rdi ro va bién dd rdi ro.

. Tan suét rairo Qiéu hién s6 14n xuét hién rdi ro trong mot khoang thoi
gian hay trong tong so lan quan sat s kién.
Bién do rdi ro thé hién tinh chét nguy hiém, mirc d6 thiét hai gay ra
nghta la thé hién hau qua hay ton that do rdi ro gay ra vé tai chinh,
nhan luc, ...




1.3.1. Téng quan vé rai ro va quan tri rdi ro

Phan loai rdi ro

Theo nguyén nhan gay ra rui ro;

Theo két qua hay hau qua;

Theo nguédn géc;

Theo di twong ganh chiu rai ro;

Theo kha n&ng kiém soat, giam ton thét;

Theo céc giai doan phat trién ctia déi twong chiu rii ro.

1.3.2. Tong quan vé rai ro cho théng tin va
quan tri rai ro trong hé théng théng tin

L

QUAN TRI RUI RO
s v v
Nhén dang rui ro > Panh gia rui ro —> Kiém soat rui ro
Nhén dgng.ya liét ké cac Xac dinh lo;hong cua hé Lua chon chién luoe
i ro thong
Phan loai va xac dinh do - a 12 oid] nhi
wu tien Théng ké va xac dinh kha Pua ra giai phip

nang xay ra

Nhén dang va phan loai

Cai dat va kiém soat
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1.3.1. Téng quan vé rai ro va quan tri rdi ro

- Quan trj rdi ro

- (1) Nhan biét céac rdiro co the xay ra trong hoat dong cua t6 chire,
phan tich ngudn gbc, tinh chét va mrc dd anh hwéng clia cac rdi ro da
dwoc nhan dang;

+ (2) Chi ra duwgc nhirng rdi ro can va/cé thé né tranh dugc va cach
thirc dé tranh, cling nhw chi ra nhi¥ng rdi ro nao cé thé chap nhan
duoc;

+ (3).Chira cach thirc, bién phap can ap dung dé phong ngira hay giam
thiéu hau qua cla cac rai ro khac;

+ (4) Dy tinh dwgc tbn that néu rai ro sé xay ra va do lwéng duoc tdn
that trong truong hop rdi ro da xay ra va phwong thirc, bién phap khac
phuc hau qua, bu dap tén that

S i nguy co i

Cac mdi de doa chinh trong td chirc
S S

Compromises to intellectual property Piracy, copyright infringement

Espionage or trespass Unauthorized access and/or data collection
Forces of nature Fire, flood, earthquake, lightning

Human error or failure Accidents, employee mistakes, failure to follow policy
Information extortion Blackmail of information disclosure

Missing, inadequate, or incomplete controls Software controls, physical security

Missing, inadequate, or incomplete organizational Training issues, privacy, lack of effective policy
policy or planning

Quality of service deviations from service providers Power and WAN quality of service issues
Sabotage or vandalism Destruction of systems or information
Software attacks Viruses, worms, macros, denial of service
Technical hardware failures or errors Equipment failure

Technical software failures or errors Bugs, code problems, unknown loopholes
Technological obsolescence Antiquated or outdated technologies

Theft Illegal confiscation of property

Table 4-3 Threats to Information Security®

Source: ©2003 ACM, Inc, Included here by permission.
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ré

Bai tap vé danh gid rdi ro

Cost per | Frequency of Cost of
Threat Category Incident Occurrence Control Type of Control

Bai tap vé danh gia rairo
tap vé danh g
.
Phan loai cic méi
de doa Programmer mistakes $5,000 1 per week
Loss of intellectual property $75,000 1 per year
Xéc dlnh rCll ro Software piracy $500 1 per week
. D‘é Xué’t Ch ié’n Theft of information (hacker) $2,500 1 per quarter
> Theft of information (employee) $5,000 1 per six months
Iu‘dc * Web defacement $500 1 per month
Theft of equipment $5,000 1 per year
Viruses, worms, Trojan horses $1,500 1 per week
Denial-of-service attacks $2,500 1 per quarter
Earthquake $250,000 1 per 20 years
Flood $250,000 1 per 10 years
Fire $500,000 1 per 10 years

Cac nguyén tac quan tri rai ro trong HTTT

- Nguyén téc 1: Khong chap nhan cac rai ro khong can thiét, chap nhan rui
ro khi loi ich thu dwoc 16n hon chi phi bo ra.

. Nguyén tic 2: Cac quyét dinh quan tri rii ro phai dwoc ra & c&p quan tri
thich hop.

- Nguyén téc 3: Hoat ddng quan tri rdi ro trong hé théng théng tin can dwoc
thwe hién két hop véi cac hoat déng hoach dinh ciing nhw van hanh & tat
ca cac cap trong hé thdng thong tin, cling nhw trong t6 chirc béi quan tri
rdi ro khong phai va khéng thé la mot hoat dong doc 1ap.

el

- Phén |Oal ca'c m6| Programmer mistakes $5,000 1 per month $20,000 Training
de doa Loss of intellectual property $75,000 1 per 2 years $15,000 Firewall/IDS
’ Software piracy $500 1 per month $30,000 Firewall/IDS
- Xa’C dl n h rl]l ro Theft of information (hacker)  $2,500 1 per 6 months  $15,000 Firewall/IDS
n ~, e~ Theft of information $5,000 1 per year $15,000 Physical security
- Dé xuat chién (employee)
Iu’o‘c? Web defacement $500 1 per quarter $10,000 Firewall
) Theft of equipment $5,000 1 per 2 years $15,000 Physical security
Viruses, worms, Trojan horses  $1,500 1 per month $15,000 Antivirus

Denial-of-service attacks $2,500 1 per 6 months ~ $10,000 Firewall

Earthquake $250,000 1 per 20 years $5,000 Insurance/backups
Flood $50,000 1 per 10 years $10,000 Insurance/backups
Fire $100,000 1 per 10 years $10,000 Insurance/backups

1.3.3. Méi quan hé giira QTRR cho théng tin
trong HTTT va dam bao ATBMTT

QTRR la qua trinh nhénﬁdang, phan tich, do lwong, danh gia rui ro, qé tw
doé tim cac bién phap kiém soat, khac phuc cac hau qua cua rui ro doi
véi hoat dong kinh doanh nham st dung téi wu cac nguén luc

ATBMTT bao ham céac ndi dung béo vé va bao mat thong tin, an toan di
liéu, an toan may tinh va an toan mang

=>Pam bao an toan va bao mat thong tin la mét hoat déng cu thé trong
quy trinh quan tri rdi ro ctia hé thdng théng tin doanh nghiép. N6 dam
bao cho théng tin trong hé théng théng tin c6 tinh bi mat, s&n sang va
toan ven khi hé théng théng tin ctia doanh nghiép hoat déng




1.4. CHINH SACH, PHAP LUAT VE ATBMTT

- 1.4.1. Cac chinh sach ATBM thong tin & Viét Nam
. 1.4.2. C4c chinh sach ATBM théng tin trén thé gidi

D ——
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BTTTT Hudéng
dan trang

27/2011/TT- ang.
BTTTT Biéu {(e7/2008/MD- 12E0naET
phéi 'CsSC ¢ cP) - B’ s
Internet Viét Huwong dan

Nam 90/2008/ND-

29/2011/TT-

RHNNN A — oosant
toan, bao mat Quan Iy Intemet Chire oo £
cho DV ngan va dich vu mang ‘ch.thu d'; . nﬁ(::ap

hang trén T72012/ND-CE el s ky’;%
Internet. e =
<=
23/2011/TT- |f3zoiimecp 14/2010/TT-
BTTTT sir e ybn CONNY BTTTT QL
dung va bao trang TTDT va
damATTT 11/NB- DV mang XH
Mang TSL SR (97/2008/ND-
chuyén dung cP)
09/2011/TT- 05/2010/TT-
BCT DV BNV DV
chirng thue 25/2010/TT- chirng thuc
ch ky s6 cho BTTTT Théng ch@ ky s6 cho
B6 Céng tin ca nhan trén hé théng
Thwong. trang/céng chinh tri
TTET caa
CQNN

12 nghi dinh

57/2006/ND-CP
Thwong mai BT

26/2007/NB-CP
vé CKS & DV
ch.thwc CKS

64/2007/ND-CP
WDCNTT trong
CQNN

72/2013/ND-CP
Quan ly Internet
va dich vu mang

77/2012/ND-CP
BS sung sura doi
90/2008/ND-CP

43/2011/ND-CP R
Thoéng tin, DV cong
trwc tuyén CQNN

90/2008/ND-CP
Choéng thw rac

25/2011/ND-CP 97/2 D-CP
Hwdéng dan QL net
Luat VT

Mot s6 Website

. 1. https://vnisa.org.vn
. 2. http://antoanthongtin.vn
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Quy tac quoc te trong ung xir ve ATTTM Dinh huéng vé phat trién ATBM TT cia Viét Nam
+ Quy tac 1: Quy tic vé 13nh thd (The Territoriality Rule) . ; R o R N
- Quy tic 2: Quy tic vé trach nhiém (The Responsibility Rule) . D!nh huo’ng ve phat trien ATBM TT cua V'Qt Nam
« Quy tic 3: Quy tic hop tac (The Cooperation Rule) . ATTTs la mot tru cot dé phat trién CNTT, CPDT...
« Quy tic 4: Quy tic ty vé (The Self-Defence Rule) . ATTTs la mét boé phan cia QPANQG
- Quy tdc 5: Quy tic bao vé dif liéu (The Data Protection Rule) - ATTTs la mdt nganh kinh té cbng nghiép, dich vu cong nghé cao
+ Quy tdc 6: Quy tdc nhiém vy xdy dung (The Duty of Care Rule) . ATTTs la mét Iinh ve d3c thu wu tién san phdm, t6 chirc ndi dia
« Quy tic 7: Quy tic canh bao sém (The Early Warning Rule) . ATTTs la mét linh vwc nc')ng trong déi ngoai

+ Quy tac 8: Quy tic vé& quyeén truy cap thong tin (The Access to Information Rule) . ATTTs la sw nghiép cla toan x& hoi

+ Quy tac 9: Quy tac t6 tung hinh sy (The Criminality Rule)

+ Quy tac 10: Quy tic quyén Gy thac (The Mandate Rule)

Au hoi Ch 2. Quy trinh d3m bdo ATBMTT
Cau hoi churong 1 ong 2. Quy trinh dam bao

1. Trinh bay khai niém v& an toan théng tin? bao mat hé théng thong tin? « 2.1.QUY TRINH CHUNG - 2.3. PHAN TiCH, BANH GIA CAC NGUY
2. Vai trd cla an toan bao mat théng tin trong hoat dong cua céc té chirc, doanh nghiép? + 2.1.1. Xac dinh, nhan dang cac nguy co CO GAY MAT ATBMTT
3. Néu cac nguy co gay mét an toan théng tin? Cac nguy co mét an toan théng tin trong * 2.1.2. Phan tich, danh gia cac nguy co «  2.3.1. Khai niém
TMDT? e N '
* 2.1.3. Lyachon gidi phap dam bao ATBMTT « 2.3.2. Noi dung phan tich, danh gia cac nguy

4. Thé nao la tinh bi mat? Tinh toan ven? Tinh sin sang? Tinh khéng thé chéi b?

5. Muc tiéu clia an toan va bao mat théng tin 1& gi? Hay giai thich. * 214 Giam sétan toan va bdo mat thong tin co gay mét an toan va bao mat thong tin
6. Yéu cdu chung cda hé théng dam bao an toan thong tin? Hay giai thich vi sao can bao vé + 2.2.NHAN DANG CAC NGUY CO GAY MAT « 2.4.KIEM SOAT ATBMTT
gﬁgctgl san cla té chirc, doanh nghiép cho dén khi chiing bi loai bé khéi hoat déng cua to ATBTTT TRONG HTTT - 241 Quy trinh kidm soat
7. ?nl#])r/] tr@;?chung dam bao an toan thang tin cho t& chirc? Hay gidi thich cac budc trong quy . i;ﬁ;'czhéi niém va tam quan trong clia nhan dang cac + 2.4.2.Chién lugc kidm soat
8. Trinh bay cac mé hinh dam bao an toan va bao mat théng tin? Cho vi du minh hoa. + 2.1.2. Phan loai cac nguy co + CAU HOI ON TAP VA THAO LUAN
9. Trinh bay mé_ hinh bao mat nhiéu I6p trong hé théng thong tin clia t& chuc? Vi sao céc hé *+  2.1.3. Phuong phap nhan dang cac nguy co CHUONG 2

théng ISMS can trién khai theo mé hinh bao mat nhiéu I6p?
10.Trinh bay va giai thich vé mé hinh truyén théng tin an toan?
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2.1. QUY TRINH CHUNG

Xac dinh, |«
nhdn dang
Phan tich,
banh gia
\—b Lya chon

oiai phép

Giam sat

2.2. NHAN DANG CAC NGUY CO GAY MAT ATBTTT

- 2.1.1. Khai niém va tdm quan trong cGia nhan dang cac nguy co

. 2.1.2. Phéan loai cac nguy co

. 2.1.3. Phuvong phap nhan dang cac nguy co

2.1.1. Khai niém va tdm quan trong ctia nhan
dang cac nguy co

. Nhan dang céac nguy co gay mét an toan va bdo mat théng tin
duoc hiéu la qua trinh xac dinh mét cach lién tuc va cé hé
thdng cac nguy co, cac mdi de doa cé thé xay ra gay méat an
toan va bao mat thong tin trong cac hoat dong lién quan dén
thong tin bao gdm thu thap, xw ly, sw dung, lwu tri va truyén
phat théng tin.

2.1.1. Khai niém va tdm quan trong ctia nhan
dang cac nguy co

. Muc dich cua nhan dang cac nguy co

. (1) Cac nguy co c6 thé xuat hién;
. (2) Cac mbi hiém hoa;
. (3) Thoi diém nguy co cé thé xuét hién.
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2.1.1. Khai niém va tdm quan trong cta nhan dang
cac nguy co

Nhan dang nguy co gitup nha quan tri

. C6 thé cha déng trong viéc (rng phé véi cac rdi ro, hiém hoa,
Lam co so dé ddm bao hiéu qua cla hoat ddng dam bao an toan va
bdo mat théng tin
Hoat dong dam bao an toan va bao mat théng tin sé khong thé dwoc
thwe hién hi§u 9ué néu \iiéc nhan dang nguy co chwa dwgc quan tam
dung mc va té chirc trién khai thuwe hién mét cach khoa hoc.

2.1.2. Phan loai cac nguy co’

Céac nguy co ngdu nhién
L lut, hda hoan, dong dat, song than
Bénh dich

Cac nguy co co cha dinh

Cac nguy co tir thiét bi phan cing;

Cac nguy co tir phan mém

Céac nguy co tlr con ngudi (bao gdm ca ngwdi & trong va & ngoai t6 chirc,
doanh nghiép).

Mét s nguy co’

2.1.3. Phwong phap nhan dang cac nguy co

Cac buéec trong quy trinh nhan dang cac nguy co
(1) Buwoc 1: Lap ké hoach va t6 chirc qua trinh thyc hién.
2) Budic 2: Phan loai cac thanh phan cla hé théng théng tin.
(3) Budc 3: Kiém ké va phan loai cac tai nguyén.
(4) Bwéc 4: Phan loai cac tai nguyén theo mac do wu tién.
(5) Bwdc 5: Xac dinh cac nguy co, mdi de doa theo mirc dé nguy
hiém.
(6) Budc 6: Chi dinh cac méi de doa tan céng cac 16 héng.




Quy trinh nhan dang nguy co’

Lap ké hoach va to chirc
thre hign

~ 5
~ __ _| Phin logi cic thanh phin
\ / trong HTTT

- - Kiém ké va phin loai cic
tai nguyén

/
~ I . $
S Xic dinh 49 wu tién cia
\ ¢ cac tai nguyén

x \

~ N
=y ~ T s
— — = = Nhjn dang cic moi de doa
\

N \

Dic ta caclé hong ciaa cic
tai nguyén
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2.3.1. Khai niém

“Phan tich rdi ro la viéc s dung kién thirc, kinh nghiém, ky nang va (rng
dung cong nghé théng tin dwa theo tiéu chi quan ly rdi ro da dwoc xac dinh
dé du doan tan suét va hau qua cla rdi ro”.

Phan tich rdi ro la viéc xac dinh, danh gia’ va xac dinh mirc o wu tién cac
rdi ro v&i muc dich tiét kiém cac ngudn lyc ciing nhw dé giam thiéu, giam
sat va kiém soat kha nang hodc tac déng clia cac sy kién khong may hoadc
dé ti da hoa cac cd hoi.

Qua trinh nghién cru nhing nguy co, hiém hoa de doa an toan va bdo mat
thong tin cling nhw xac dinh nhi*ng nguyén nhan, nguén gbc ctia cac nguy
co, hiém hoa va phan tich, do lwéng nhirng tén that ma cac nguy co, hiém
hoa gay ra.

2.3. PHAN TiCH, DANH GIA CAC NGUY CO’

. 2.3.1. Khai niém vé nguy co
. 2.3.2. N6i dung phan tich, danh gia cac nguy co gay
mat an toan va bao mat théng tin

2.3.2. N6i dung phan tich, danh gia cac nguy co

Liét ké tAt ca cac nguy co, cac mdi de doa da biét,

Thu thap céac théng tin lién quan dén cac nguy co, mbi de doa da
dwoc xac dinh

Xéac dinh nhitng hau qua co thé xay ra,

Xay dung cac bién phap co6 thé sw dung dé phong ngtra va gidm nhe
anh hwéng cla cac nguy co, cac moi de doa,

Tao bao céo phan tich, danh gia.

Co ban dé& danh gia mat rdi ro trong hé théng théng tin thuwong st
dung cdng thirc sau day:

RUi ro = Xac suat/Kha nang xay ra clia (Mi de doa va Khai thac 16 hdng) x Chi phi cho
thiét hai cla tai san.
(Risk =Probability (Threat + Exploit of Vulnerability) x Cost of Asset Damage)
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2.3.2. N6i dung phan tich, danh gia cac nguy co 2 4. KIEM SOAT ATBMTT

of

y caused by reported cyber crime to the IC3 from
2001 to 2015 (in million U.S. dollars)

. 2.4.1. Quy trinh kiém soat

1,070.71

. 2.4.2. Chién lwoc kiém soat

781.84 800.49

2.4.1. Quy trinh kiém soat 2.4.2. Chién lwoc kidm soat

Xidc dinh thong tin cde
tai nguyén

XKép loai mive 46 rii ro

e

Do ludmg cic niiro tir

cita cdc 13 hong cdc nguon thong tin Cac
chién lroc
abi phé
rii ro
Phit trién chién hroc va

ké hoach kiém sodt

Thu thapimua théng tin

i Ké hoach khic phuc tac hai




a A W N =

Cau hoi 6n tap chwong 2

. Trinh bay khai niém vé& rdi ro? Quan tri rdi ro trong hé théng thong tin clia tb chirc, doanh nghiép?
. Vai trd clia quan tri rui ro trong hoat dong clia cac td chire, doanh nghiép?

. Trinh bay quy trinh chung trong quan tri rdi ro cho hé théng théng tin cta té chire, doanh nghiép?
. Muc tiéu clia quan tri rlii ro trong quan tri td chirc, doanh nghiép? Hay giai thich.

. Yéu cu chung cla quy trinh quan trj rdi ro trong hé théng théng tin cua té chirc, doanh nghiép?

Hay giai thich vi sao can bao vé cac tai san clia td chirc, doanh nghiép cho dén khi ching bi loai
bd khdi hoat déng clia td chirc?

. Trinh bay céc bwéc thyc hién trong quy trinh kiém soét rdi ro cda té chirc, doanh nghiép? Cho vi

du minh hoa.

. Tai sao an toan va bao mat thdng tin la mot bd phan khong thé thiéu dwoc cla quy trinh quan tri

rii ro trong hé théng théng tin cta td chire, doanh nghiép? Hay giai thich.

. Trén thye té cac td chive thwong gép nhirng rdi ro gi khi hoat dong? L&y vi du minh hoa.

3.1. CAC MOI BE DOA (THREATS)

. 3.1.1. Méi de doa tr cac thiét bi phan cirng
. 3.1.2. Méi de doa tir cac phan mém
. 3.1.3. Méi de doa tir con ngudi
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Chwong 3. Cac kiéu tan céng va cdc mdi de doa ddi véi ATBMTT

. 3.1. CAC MOI BE DOA
- 3.1.1. Méi de doa tir cac thiét bi phan cling
- 3.1.2. Méi de doa tr cac phan mém
-« 3.1.3. Méi de doa tir con ngudi
. 3.2. CAC KIEU TAN CONG GAY MAT ATBMTT
« 3.2.1. Kich ban ctia mét cudc tan cong
- 3.2.2. Tan cong thu déng
« 3.2.3. Tan cong chu dong
+ 3.2.4. Tén cong tir chéi dich vu
- 3.2.5. Mot sb kiéu tan cong khac
« 3.3.NHUNG XU HUONG TAN CONG MO! VAO HTTT
. CAU HOI ON TAP VA BAI TAP CHUONG 3

3.1.1. Méi de doa tir cac thiét bi phan cirng

«  Céac may tinh

«  Céc thiét bj truyén théng

-+ Céc thiét bi cong nghé

«  Cac thiét bj lwu trir

-+ Céc thiét bj ndi that, cac he
thdng danh gia, v.v...

« Cac Iogi thé thanh toan, cac
loai cb phiéu, thé ghi nq,'dt]’ lieu
ca nhan lwu trir trén giay, dién
thoai ca nhan, v.v...

iEﬁi%

8
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- Hong héc

« Virus

- Worm

- Trojan

- Malware

3.1.2. Méi de doa tir cac phan mém

Figure 2. What types of attacks did your business experience?
More than one choice permitted

Web-based attack 49%

Phishing / social engineering 43%

General 35%

SQL injection I——— 26%

Compromised / stolen g 25%
Denial of services Immmm——— 21%
Advanced malware / zero day attacks IS 14%
Malicious insider I 13%
Cross-site scripting IS 11%
Ransomware M 2%

Other 1 1%

0% 10% 20% 30% 40% 50% 60%

3.1.3. Moi de doa tir con nguoi

. Cac mdi de doa ngau nhién do con ngudi gay ra
- Danh mét cac thiét bi phan cirng (dién thoai, may tinh xach tay, v.v...),
- Tiét 16 thong tin,
+ Lam hong héc di liéu, cac I6i va thiéu sét clia ngudi dung, v.v...
. Céac mdi de doa co chil y do con ngudi gay ra
-« Cby gian lan va danh cdp théng tin (Fraud and Theft),
+ Cbylay lan ma ddc va cac chuong trinh ddc hai, gay ra cac cudc tn cong nhuw tan
cong tir chéi dich vu (Denial-of-Service Attacks)
« Cby slr dung cac ky thuat xa hoi khac (Social Engineering) dé tan cong

9151P4

| TSABOTAGE




3.2. CAC KIEU TAN CONG GAY MAT ATBMTT

. 3.2.1. Kich ban clia mét cudc tan cong
. 3.2.2. Tan cong thu dong

. 3.2.3. Tan cong chu dong

. 3.2.4. Tan cong t chéi dich vu

. 3.2.5. Mot s6 kiéu tAn cong khac

System System Network
integrator administrator administrator

ccontain

Security flaw
% Vulnerability
attacked
% Security by analyst

analyst
% Exploit

Artifact
analyst
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3.2.1. Kich ban cia mét cudc tan céng

. Bwéc 1: Chudn bj tAn cong sé 1. Thim do
thwe hién cac thao tac tham do va
danh gia muc tiéu

. Bwéc 2: Thuc hién quét, ra soat s
muc tiéu

« Bwéc 3: Thuc thi tAn cong

« Bwdc 4: Duy tri truy cap

. Bwéc 5: X6a dau vét

3. Thye hién tin
cong

4. Duy tri truy cip

5. Xoa dau vét

Stages of Advanced Attack

N ‘g‘// “.‘/ T

N
i = o) | 0=
m'm =)
RECON LURE REDIRECT EXPLOIT KIT \DROF’PER CALL HOME
EILE

Tt

=
o

DATA THEFT

7 bwéc co ban clia mét cude tan cong hién nay

Source code: ma ngudn
Software component: thanh phan phan mém
Program version: phién ban chwong trinh
Systems: cac hé théng

Networks: cac mang

Security flaw: khiém khuyét an ninh
Vulnerability: 16 héng an ninh
Exploit: khai thac 16 hdng an ninh

« Programmer: 1ap trinh vién

« System integrator: nhan vién tich hop hé théng

« System administrator: nhan vién quan tri hé théng

« Network administrator: nhan vién quan tri mang

« Security analyst: nhan vién phan tich an ninh

« Vulnerability analyst: nhan vién phan tich 15 hdng an ninh
« Artifact analyst: nhan vién phan tich hién vat.

1i2% A A




Top 10
Black-Hat
Hackers
in the
World

https://www.technotification.com/2014/12/top-10-best-black-hat-hackers-in-the-world.html

= https://www.wonderslist.com/top-10-black-hat-hackers/
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3.2.2. Tan céng thu déng

Internet or
other comms facility

(1) Release of message cantents

Nghe trom duwong truyén

Dit liéu truyén tir Bob -> Alice , Darth nghe trém duoc nhung khéng thay déi dit liéu

3.2.2. Tan céng thu déng

Tén cong thu dong (Passive
Khdi niém Attack) 1 kiéu tan cong ma doi
twong bi tan cong khdng biét minh

bac diem dang bi tAn céng, chiing khong tac

Cac phuong thirc thyc hién dong tre tiep dén hé thong thong
o o tin hay muc tiéu tan céng ma chi
Ngdn chan nghe, xem, doc ndi dung ma khéng

MOi tru‘b‘ng lam thay d6i ndi dung thong diép.

Internct or
other comms facility

() Traffic

Phan tich lwu lvgng

DU liéu truyén tir Bob -> Alice (D@ liéu d& ma héa), Darth 18y duoc di¥ liéu nhung khéng hiéu -> phan
tich lubng théng tin d& phan doan




3.2.3. Tan céng chu déng

Khai niém . Tan cdng chi dong 13 loai
Dic diém hinh tan cong cé cha y, ¢

sy tdc dong truc ti€p 1én
ndi dung cla théng diép
bao gdm ca viéc stra d6i dir
liéu trong khi truyén tir
ngudi nhan dén ngudi glri.

Cac phuong thirc thyc hién
Ngan chan
Moi trudng

16/01/2021

Internet or
other comms facility

© Motification of messages
Thay d&i théng diép

Thoéng diép tir Bob bi Darth chin lai, stra d6i roi méi glri lai cho Alice => Alice khéng biét
théng diép da bj stra di

Message from Darth
that appears (0 be
from Bob

Internet or
other comms facility

(a) Masquerade

Gia mao

Darth gid mao thdng diép cla Bob rdi glti cho Alice, Chi 4p dung v&i mang bao mat
kém, khong c6 ma héa hay xac thyc

4“; —t Internet or
\\r— other comms facility
Bob

() Replay
Tan cong lam tré

Darth |8y dugc 1 gdi tin tir Bob, doi 1 thdi gian nao dé roi gl lai cho Alice




3.2.3. Tan céng chu déng

. M6t s6 cong cu va ki thuat ho tro tan cong:
. Cdng cu quét 16 héng (Vulnerability scanners)
. Cdng cu quét cong dich vu (Port scanners)
. Cong cu nghe |én (Sniffers)
. Cong cu ghi phim go (Keyloggers)

16/01/2021

3.2.4. Tan céng tr choi dich vu

. Khai niém . Tan cong tir chéi dich vu
. Dic diém (Denial of Service- DoS) la
. Phan loai tén goi chung cla kiéu tan

céng 1am cho mot hé théng
nao dé bj qua tai din t&i

khéng thé cung cap dich vy,
ho&c phai nguwng hoat dong

. Phong tranh
. Khéc phuc

DoS

. Hang loat Client glri request

dén Server @

. Server khong reply dugc do
ngh&n dudng truyén

. =>DoS c6 dién

DDoS

- Ké tan cdng tim cach chiém dung Reshitesturs of = D023 Atiack
va diéu khién nhigu may tinh hosic e

—_ -

mang may tinh trung gian

\ N . S ? e N // \\\ // \\
=TU nhiéu noi dong 10at Bl 30 i ) v () i) ) o))
cac goi tin vai s6 lwgng rat I1én

nguyén, lam qud tai duwdng truyén \ vioTim /

= Muc dich chiém dung tai

clia mét muc tiéu xac dinh nao dé.




RDoS

- Attacker => chiém quyén diéu khién
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cac Master

=;_ Attacker
. Céc Master => chiém quyén diéu T
khién cac Slave => cac Master s& yéu = | = | ), Master
ciu Slave glri cac gdi tin => cac N
Reflector

- Céc gdi tin khéng cé dia chi may g
chi cé dia chi mdy nhan.

- Reflector nhan céac goi tin => tra loi
theo dia chi trong gdi tin => vé tinh

tré thanh ké trung gian tiép tay => tan
céng tir chdi dich vu vao Victim

> ”

3.2.5. M6t so kiéu tan cong khac

- Tan cong bang ma doc

~ T&n céng vao céac loai mat khau

- Tan cong tir chdi dich vu

_ Tan cdng gia mao dia chi, nghe trém

_ Tan céng kiéu phat lai va ngudi dirng gitra
- Tan cong bang bom thu va thu rac

~ Tan cong st dung clra hau Trojan

_ Tan céng kiéu Social Engineering

_ Tan cong phising, pharming

Tom tat cac kiéu DDoS

Bandwith Deleption

Amplification
Attack

Resource Deleption

Malformed
Paclket attack

IP Packet
Options
Attack

Protocol
Exploit
Attack

Flood Attack

CYBER ATTACK TRENDS 2020

[‘3 Cybersecurity Trends Table of Contents

° User Awareness ° GDPR Compliance

a Attacks on the Healthcare Sector 6 Threats to Higher Education

o Machine Learning o Vulnerability of loT

° Geo-Targeted Phishing Threats ° Mobile Devices as Attack Vectors

e Cloud Security Q Financial Services Cyberattacks
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Ban doé lay nhiém ma ddc va virus trén thé giéi quy 11/2020

i Leading cyberthreats targeting organizations (scale 1 to 5)

malware (viruses, worms, trojans) I 7
phishing/spear-phishing attacks I

ransomware I G arasis s v

trounk i ordiis) st wttadhy Coee— Akamai What We Do Products Resources Support Contact Q A

denial of service (DoS / DDoS) attacks . GG

o QL injection, ing) [, o2

SSLeencrypted threats I

)/ targeted attack I 1

insider threats / data alteration by employees . ;0

zero-day i [

M@ Leading organizations impersonated by phishers worldwide

13% 11% 10% 10% 6%

Micrasaft Google Facebook Apple PayPal
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Map of Kasper
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https://www.digitalattackmap.com/
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Cau hoi 6n tap churong 3 Chwong 4. MA HOA THONG TIN
1. TAn cong la gi? Trinh bay kich ban ctia mét cudc tAn céng théng thweng? .« 4.1. TONG QUAN VE MA HOA
2. C6 nhivrng kiéu phan loai hinh thirc tAn cong nhw thé nao? * 4.1.1.Khai niém hé ma héa + 4.3.HE MA HOA KHONG DOI XUNG
3. Méi de doa la gi? Phan loai va giai thich cac méi de doa gay méat an toan thong * 4.1.2.Vainét vé lich st ma hoa * 4.3.1. Khai niém v& hé ma héa khang di ximg
tin trong hé thong thong tin cua td chirc doanh nghiép? *  4.1.3.Vaitro cia ma héa va quy trinh ma héa *  4.3.2. Uudiém va nhuoc diém clia hé ma héa
4. Trinh bay khai niém, d&c diém va I4y vi du minh hoa vé tan cong thu dong * 4.1.4.Céc yéu cau clia hé ma hoa khong doi xing
. R PR L ez LA, . X L n L a *  4.1.5. Céac ky thuat pha ma phé bién * 4.3.3.Héma hoa RSA
5. Trinh bay khai niém, dac diém va lay vi du minh hoa vé tan céng chu dong . A ba xaLa s s
P 5 ai? Trinh bav va bhan loai cac kidu tAn cona tir chéi + 4.2.HE MA HOA BOI XUNG 4.3.4. Mot s0 hé ma hoa khda cong khal khac
6. Tan cong tr chdi dich vu la gi? Trinh bay va phan loai cac kiéu tan céng t choi - R . .
dich vu r?ién nay? ’ 1189 yvap ’ 9 + 4.2.1.Khai niém v& hé ma hoa déi xirng + CAU HOI ON TAP VA BAI TAP CHUONG 4

z n . s N a N . a . 2 e 4.2.2. Uu diém va nhuoc diém cta hé ma hoa dbi xin
7. Tan cong tham do thwdng dwoc thuwc hién khi nao? Vi sao hién nay lai pho o 9
bién') Héy glél thich ¢ 4.2.3. Hé ma hoa doi xirng co dien
A A TRV . A N *  4.2.4.H& ma hoa déi xtng hién dai
8. Tan cong truy cap la gi? Vi sao hé thong mang doanh nghiép va mang Internet 9

phat trién thi tan cong truy cap cang tang nhanh? Hay giai thich.

el
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4.1. TONG QUAN VE MA HOA

- 4.1.1. Khai niém hé ma hoda

- 4.1.2. Vai nét vé lich st ma hoa

- 4.1.3. Vai tro clla ma hoéa va quy trinh ma hoa
. 4.1.4. C4c yéu ciu clia hé ma hoa

. 4.1.5. Céac k¥ thuat pha ma phd bién

4.1.1. Khai niém hé ma héa

Khai niém ma hoéa

Muc dich cta viéc ma hda
Quy trinh ma hda

Ung dung ctia m3 héa

Meet me at 9am
(plaintext)

Encryption Wofhed8&*bv#$87
(Algorithm) (ciphertext)

Decryption "
(Algorithm)

Ma hoéa va giai ma

4.1.1. Khai niém hé ma héa
Ma hoa
Phuong thirc bién dbi thong tin tir dinh dang thong thuong (véan ban,
hinh anh, ...) thanh mét dinh dang khac khong giong nhw ban dau
nhwng cé thé khéi phuc lai duoc, (viéc khdi phuc nay goi la giai ma).
Muc dich
- Dam bao tinh bi mat ctia théng tin khi chiing dwoc truyén trong
nhirng moi trwdng khdng ddm bao an toan




Aol Computer Checkup.
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Cac thuat ngir

Plaintext: Ban rd, ban gdc, ndi dung théng diép géc

Ciphertext: Ban m3, ban mat, ban két qua sau khi ma héa

Encryption: Mat m3 hda, ma hda, qué trinh chuyé&n ban rd thanh ban ma
Decryption: Gidi m3, quéa trinh bién d&i ban m3 thanh ban rd
Cryptosystem: Hé m3, hé ma hoéa

Cryptanalysis: Pha m3, qua trinh c¢8 gang chuyén d6i bdn mat thanh ban
ré ma khong co6 khoa

Khéng gian khoéa (Keyspace) : téng s8 khda c6 thé c6 clia mot hé m3 hda
Ham bam (Hash function)

5. CRYPTO HISTORY EFem
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4.1.4. Cac yéu cau cua hé ma hoa

- Yéu cau véi hé m3 hda
— (1) Tinh hdn loan (Confusion):
- (2) Tinh khuéch tan (Diffusion):
— Nguyén ly Kerckhoff:
« “Tinh an toan cua mét hé mé hod khéng nén phuc thuéc vao viéc gilt bi mét g

~n

mé hod, mé chi nén phuc thuéc vao viéc gilt bi mat khod méd

- DO an toan cha hé ma héa
— An toan vé diéu kién
— Antoan tinh toan
— Thuc té€ théa man hai diéu kién
Khéng cé nhuoc diém
Khda c6 qua nhiéu gia tri khdng thé thir hét dugrc

idi thud@t




4.1.5. Cac ky thuat pha ma phé bién

. Phd malagi?
. Céc bién phap pha m3 phé bién

. Vétcan
+ Thir tat ca cac kha nang co thé c6 cla khoa
- Thdm ma

+ Dua trén cac 16 hdng va diém yéu cla giai thuat ma hda
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Vigenere cipher cracking

plaint text: help me i_am_under_attack! _these weasels won’t stop biting me!!!
password: keykeykeykeykeykeykeykeykeykeykeykeykeykeykeykeykeykeykeykeykeyke
cipher: riJz[Ko[G;eK;yLniP;eRDeAu%h; xFowC; ACKWCYwhGsL 2 xhCxMz [ zsxGxkhwik=%

/N

groupl group2 group3

Let’s call these three groups group 1, 2, and 3.

group 1: “rzo;;n;Du;o;kvG?Czsxw=""

We know all letters in this group were encoded with the same rotation amount.

Can we do a brute force attack to decode only group 1?

Cracking Caesar-cipher

Relative frequency

abcdefghijkimnopagrstuvwxyz
Letter

So this is the relative frequency distribution of
letters in an english text

Frequency analysis cracking:

1.) calculate the relative frequency
distribution of the ciphertext’s letters

2.) get the most frequent letter in the ciphertext
(or the second because the most
frequent one may be white-spaces)

3.) we can get the key based on a simple formula

key = value of ciphertext’s most frequent letter — value of E

&

4.2. HE MA HOA POI XUNG

4.2.1. Khai niém vé hé méa hoa dbéi xirng

4.2.2. Uu diém va nhwoc diém cla hé ma hoa dbi xirng

4.2.3. H& ma héa dbi xirng cb dién

4.2.4. Hé ma hoa ddi xtng hién dai




16/01/2021

I

Secret Key
Plain Plain
Text Ciphertext Ciphertext Text
= =S
= o, o = Intermediate == © al =
— > | = Network = | =
.‘:E‘L g,-,/]
Sender Recipient

4.2.2. Qu diém va nhwoc diém cua
hé ma héa doi xirng

Uu diém

M6 hinh kha don gian.

Dé dang tao ra dwoc mét thuat toan ma héa déi xirng.

DPon gian va rd rang ctia minh, dé cai d&t va hoat ddng hiéu qua.
Nhuwoc diém

Dung chung khoa

Viéc bao mat va phan phéi khéa 1a cong viéc khé khan, phirc tap

Dé bj bé khoa

4.2.3. Hé ma héa déi xirng c6 dién

M3 héa thay thé
M3 héa dich chuyén
Ceasar
Nhén
+ Vigenere
+ Ty dbng

M3 hoéa hoan vi
Hang rao
Hang

M3 héa khoi

M3 héa thay thé » V&ibang chir caitiéng Anh:
- Vidu: .
. Banchircaitiéng  |Kvwcanma ja b je |d ... Xy |z
A?h’ L Ky tuthay thé |[F |G [N |T |......... K||P|L
Ban ma nhi phan,

4.2.3. Hé ma héa déi xirng c6 dién

Ban ky tu' s6, ...

Van ban géc: a Bad day
Van ban sau khi ma hda: F GFT TFP




4.2.3. Hé ma hoa d6i xtrng c6 dién

- Ma héa Ceasar
« Nguyén tic: Dich chuyén xoay vong theo thi ty chit cai
- Khéa k goi la budc dich chuyén
« Vi mdi chit cai cla vin ban
« Ditp=0néuchircailaa, p=1néuchirciilab,..
« Mahda:C=E(p)=(p+k)mod26

[alBlc]|p[E[F]

l[alelc]|p[E[F]

4.2.3. Hé¢ ma héa déi xirng c6 dién

. Ma héa Vigeneére

- Nguyén tac: Dich chuyén xoay vong theo thit ty chir cai

. Khda D= kyk,...k, 13 khda ctia hé ma héa

. V&i mdi chit cai cGia van ban

. Pitp=0néuchitcdilaa p=1néuchirciilab,..

« Miahoa:C=E(p)=(p+i)mod26vdiilakity thkitrong khéa D
. Nguyén tdc m3 hoa/ gidi ma

. Céc ky ty ban rd viét thanh céc cét

. Cdc ky tu khoa viét thanh cac hang

. Ban m3 la cac ky ty nam giao clia hang va cot
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4.2.3. Hé ma hoa d6i xtrng c6 dién

- Ma héa nhan
— Nguyén tac: Dich chuyén xoay vong theo thi ty chit cai
- Khéa k goi 1a buwéc dich chuyén
~ V&i mdi chi¥ cai clia vin ban
- Pitp=0néuchircidilada, p=1néuchitciilab,..
+ Ma hoa: C=E(p) = (p*k) mod 26

ABCDEFGHI!| JKLMNOPOXKBITUVWXYZ
A[ABCDEFGH I REITUVWX Y Z
BIBCDEFGHI I S UVWXYZA
CI[CDEFGHI JKI ThEKey TMlvwxyYzas
DIDEFGHI JKLI uMwx Yz ABC
EIEFGHI JKLM o v XYZABCD
FIFGHI JKLMNOP wily ZABCDE
GIGHI| JKLMNOPQ xMzAaBCDEF

ABCDEFG

N JKLMNOPQRSTUVWXYZARCDEFGH
J\KLMNDPQRSTUVWXYZAB DEFGHI
K|t TUVW: J
L{1 The Decrypted UVWX' TheEncrypted Letter K
M|t Letter VWX Y L
N1 WXYZ, . M
OlUrurs  UuvwXYZABCDEFGHI JKLMN
PPQRSTUVWXYZABCDEFGHI JKLMNO
QQRSTUVWXYZABCDEFGHI JKLMNOP
RRSTUVWXYZABCDEFGHI JKLMNOPQ
SSTUVWXYZABCDEFGHI JKLMNOPQR
TITUVWXYZABCDEFGHI JKLMNOPQRS
UUVWXYZABCDEFGHI JKLMNOPQRST
VIVWXYZABCDEFGHI JKLMNOPQRSTU
WWXYZABCDEFGHI JKLMNOPQRSTUV
X[XYZABCDEFGHI| JKLMNOPQRSTUVW
Y[YZABCDEFGHI! JKLMNOPQRSTUVWX
ZIZABCDEFGHI| JKLMNOPQRSTUVWXY
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B C D E F G H I J K L M
0 1 2 3 4 5 6 7 8 9 10 11 12
N o P Q R S T U \4 w X Y VA
13 14 15 16 17 18 19 20 21 22 23 24 25

4.2.3. Hé ma héa doi xtrng co dién
- Ma3 héa hoan vi hang rao (Row fence)
- Nguyén tac:
— Viét cac ki ty trong nguyén ban P theo dudng chéo trén k hang
- Viét lai cac ki ty trén tirng hang mot dé dwoc badn ma
- Vidu:
+ Nguyén ban : ATTACK AT MIDNIGHT
* M3 hda vdi dé cao hangrao la k=2
- ATCAMPD I H
- TA KT I NG T

+ Ban m3: ATCAMDIHTAKTINGT
+  Giadi ma: ATCAMDIH/TAKTINGT

4.2.3. Hé ma héa ddi xteng c6 dién

- Ma héa khéa ty dong
. Cai tién tlr Vigenére

. Gan khoa D vao dau nguyén ban tao D’
- Ma hoa theo Vigenere dua trén khéa D’

4.2.3. Hé ma héa doi xirng co dién
« Ma héa hoan vi hang (Column fence)
« Nguyén tic:
— Viét cac ki tu trong nguyén ban P theo hang ngang trén k cét, k 1a khoa
— Viét lai cac ki ty trén tirng cot theo th ty xuat hién trong khéa k
Nguyén ban: ATTACK POSTPONED UNTIL TWO AM
KhéaK=4 3 1 2 5 67

- 4312567
-.at t ackop
+0s tpone
+dunti | t
+ WO amxyz

+ Banmd: TTNAAPTMTSUOAODWCOIXKNLYPETZ
-+ Giai ma: TTNA/APTM/TSUO/AODW/COIX/KNLY/PETZ




4.2.3. Hé ma héa déi xirng c6 dién

. Ma héa tich hop
. C4c hé m3 hoa thay thé va hodan vi khéng an toan vi nhitng dc
diém cla ngdn nglr
. K&t hop sir dung nhiéu hé ma hda s& khién viéc phd m3 kho hon
. La ciu ndi tlr cdc hé ma hda cb dién dén cac hé m3 hda hién dai
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4.2.4. Hé ma héa déi xieng hién dai

key-stream
RC4 |—/—ct 26 62 b2 b6 a1l 52 2a 6= 13 &b 05

plain-text @
68 65 6c 6c 6f 20 77 6 T2 6¢c 64 21
+ h e 1 E o w o - d
k I\ cipher-text =
l a3 4e 08 de d9 81 2e 25 c T Of 24

key-stream EB
RCA4 |=tcr 2c 62 b2 b6 al 52 2a 6e 13 &b 05

plain-text

68 65 6c 6c 6f

4.2.4. Hé ma héa doi xirng hién dai

. Chiathanh 2 nhém
- Ma hda lubng (stream ciphers): Tiny RC4, RC4, ...
- M3 héa khai (block ciphers): DES, AES, Triple DES

4.2.4. Hé ma hoéa déi xirng hién dai

- Ma hda khoi

. M3 héda cac khai ki ty

. Chia theo co ché |4y Ily thira clia 2

. D6 dai cla khdi la do dai cha don vi ma hda

. Kich thudc khéa 13 d6 dai cla chudi dung dé ma hda




16/01/2021

4.2.4. Hé ma héa déi xirng hién dai

Khéa 000 001 010 011 100 101 110 111

0 001 111 110 000 100 010 101 011

001 110 111 100 011 010 000 101

001 000 100 101 110 111 010 011

100 101 110 111 000 001 010 011

- S T § NC T

101 110 100 010 011 001 011 111

- Chuédi plaintext: 010 100 110 111
=> Str dung khéa 1 ta dwgc > 111 011 000 101
=> S dung khoa 4 ta dwoc > 100011011111

4.2.4. Hé ma héa déi xirng hién dai

Plamue Plaiatenct pat in
I i | 64 b blocks .

[ ] [ ] [ ] I_L\ T T
1 38 bat 38 bat
[ tnmsl Permustion ) 1ef half right balf
1

| Permute key, extract 56 bits ]

I IS i
: - Left sluft Right sluft
[en 3200 | [Ragte 32.00m] o |
- 2 =
— —
Expansion/ )
XOR. Compression
) =) g
[ seex | 35 o st
M =>- 48 bir sub-kevs
o ==
—~— P-Box
\\L_,
—
[ Newien | [ New rigne XOR]

Repeats for 15 more iterations
(16 toml iterations) usmg a different
sub-key for each round

[ ;lntr‘ lnnm_l Pen-ma:anon ]

Ciphertext output

4.3. HE MA HOA KHONG POI XUNG

- 4.3.1. Khai niém vé hé ma héa khong dbi xirng

. 4.3.2. UYu diém va nhuoc diém cla hé ma héa khéng déi xirng
. 4.3.3. H&é ma héa RSA
. 4.3.4. M6t sb hé ma hoa khoa cong khai khac

4.3.1. Khai niém vé hé ma héa khéng déi xirng

Ma hoéa khoda céng khai la mét dang ma héa cho phép nguwoi sir dung
trao ddi cac théng tin mat ma khong can phai trao dbi cac khoa bi mat
trwdc d6, didu nay duoc thwe hién bang cach st dung mot cép khoa co
quan hé toan hoc v&i nhau la khéa céng khai (Public key) va khéa riéng
(Private key) hay khda bi mat (Secret key).
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4.3.1. Khai niém vé hé ma héa khéng doéi xirng

4.3.1. Khai niém vé hé ma hoéa khéng déi xirng

Nguoi giri A Ma hoa ! l I Giai ma Nguwoinhan B
X LI I
|
v

Khéa méa cia B

- B sinh cap khoéa : Khéa cdng khai Kc va khoa bi mat Kr
- B g Kc cho A va ai ciing c6 thé biét

- A dung Kc mé hoa thong diép va gii lai cho B

- B dung Kr dé giai ma thong diép cua A

SRRt HTTT Kinh t& v TMDT.

public key
in cipher text
— 10101101110001
("
Sender

[C———] \ private key
- .

1 Original message 2 Recipient's

] 4 )
‘ 5 Recipient's Internet

Recipient —
Buy Cisco @ $25

4.3.2. Uu diém va nhwoc diém cua
hé ma héa khéng doi xirng

Uu diém cua hé théng ma héa khéa cong khai

Don gian trong viéc lwu chuyén khoa

MGi nguoi chi can mot cap khoa cong khai — khoa bi mat la co thé
trao d6i thong tin v&i tat cd moi ngudi,

La tién dé cho sy ra doi cla chr ky s6 va cac phuong phap
ching thye s6
Han ché ctia hé ma hoéa khéa coéng khai

Téc d6 xtv ly tbn nhiéu thei gian

Co ché xac thwe can nhidu khéng gian tréng.

4.3.3. H&¢ ma héa RSA

Inpul bwo prime

Sinh khoa
M3 hoa
Gidi m3

Yes
. Calculated private .
Plain texi key d Cipher text
Lleing d decryption

Using e decryption—mMm ———
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4.3.3. Hé ma héa RSA = 4.3.3. H¢ ma héa RSA

«Thu tuc sinh khda RSA:

= Tao 2 sé nguyén té p va q; < Tha tuc ma héa RSA:
= Tinhn=pxq = Théng diép m da duoc chuyén thanh s6, m<n
= Tinh ®(n) = (p-1) x (g-1) = Bd&n ma@ ¢ =m® mod n

= Chon sb e sao cho 0 < e < ®(n) va ged(e, ®(n)) =1
= Chon s6 d sao cho d =e' mod @(n),
hoéc (d x e) mod @(n) = 1
(d 1a molulo nghich ddo cta e)
“+Ta co (n, e) la khdéa cbéng khai, (n, d) Ia khoa riéng.

<+ Thu tuc giai ma RSA:
= Ban mac, c<n
= Banré m = cd mod n

—

S .

4.3.3. Hé ma héa RSA 4.3.3. Hé ma h6éa RSA
e .. - Chon 256 ngté: p=17; q=11
S L e . Tinhn=pg=17x 11 =187
| Ul . Tinh ®(n) = (p- 1)(q - 1) = 16 x 10 = 160
8 R J L . Chone:gcd(e, 160)=1val<e<160; ldye=7
o il T 1B . Xac dinh d: de =1mod 160 va d <187
N e B EENET R . Gidtrid=23vi23x7=161=1x160+1
Coee 3 rt E—— 2 . Cong bd khéa cong khai KC = {7, 187}
i \—_Iv} I r - Gilt bi mat khoéa riéng KR = {23, 187}
S ovw It R AR : - Hly bé c4c gid tri bi matp =17 va q =11
— o o .

—




4.3.4. Mot s6 hé ma hoa khoa cong khai khac

Hé mat ma ElGamal la mét thuat toan dwgc xay dwng trén bai toan
logarit roi rac

Mat ma xép ba 16 Merkle-Hellman do Ralph Merkle va Martin Hellman
phat minh vao ndm 1978 kha gibng RSA
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Chwong 5. Sao lwu dit liéu va phuc héi théng tin
5.1. TONG QUAN VE SAO LUU VA PHUC HOI THONG TIN

5.1.1 Xac dinh va td chitre di¥ lidu cla té chirc

5.1.2. Xac dinh cac thiét bj lwu tri trong t6 chirc, doanh nghiép
5.2. SAO LUU DY PHONG DU LIEU

5.2.1. Khai niém vé sao lwu dw phong

5.2.2. Cac co ché sao lwu va phan loai

5.2.3. Mot sb6 cong cu sao lvu dvw phong
5.3. PHUC HOI SAU Sy cO

5.3.1. D@ liéu bi hong hdc va viéc khéi phuc dir liéu

5.3.2. Phuc héi béng phan mém
CAU HOI ON TAP CHUONG 5

Cau héi on tap chwong 4

1. Thé nao la ma héa? Thé nao la giai ma ? Hay néu su khac biét gitra qua
trinh gidi ma va pha ma mot ban ma ?

2. Vi sao ma hoéa duoc lwa chon la bién phap bao vé sau nhét trong mé hinh
b&o mat nhieu 1&p?

3. Trinh bay va phan tich vai trd ctia ma héa trong cac hoat déng ctia tb chirc,
doanh nghiép?

4. Trinh bay va phan tich cac yéu cdu cla mot hé ma hoa? Mot hé ma hoa
dat dwoc nhirng yéu cau gi thi dwoc coi la an toan?

5. Trinh bay cac bién phap pha ma phd bién? Cac thuat toan ma hoa dat
dwoc dieu kién gi thi khong thé pha ma ?

6. Trinh bay mé hinh ma héa déi xrng?

7. Trinh bay mé hinh ma héa khéng déi xirng?

8. So sanh hé ma hoa dbi x(rng va hé ma hoa khong dbi xirng?

5.1. TONG QUAN VE SAO LUU VA PHUC HOI THONG TIN

5.1.1 Xac dinh va td chire di liéu cla td chirc
5.1.2. Xac dinh cac thiét bj lwu triy trong td chirc, doanh nghiép
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>

5.1.1 Xac dinh va té chirc dir liéu cta té chirc

. Traloi cac cau hoi:
+ Nhirng théng tin hay di liéu nao can sao lwu?
. Can sao lwu vao dau?
. Céc bién phap sao lwu nao can thwc hién?
.+ Sao lwu bao nhiéu an trong mét ngay thi phit hop? Mét tuan? Mot
thang? M6t quy? Mot nam? ...

5.1.1 Xac dinh va té chirc dir liéu cta té chirc

Phén loai thong tin va noi luu trir

B Bin sao chi/ - " -
Kieéu dir liéu . . Thiét bi lwru triv Vi tri
ban sao lai

Tai liéu dién tir Ban chinh O cling may tinh Van phong

Mot it tai ligu dién tir Ban sao lai Thé nhé USB Mang theo nguoi
‘(;\l;n)uong trinh co s¢ dir liéu (anh, lién lac, lich, Ban chinh O cimg méy tinh Vin phong

Mot it tai liéu dién tir Ban sao lai Pia CD O nha

Thu dién tr va dia chi lién lac Ban chinh Tai khoan Gmail Internet

Tin nhén va lién lac dién thoai Ban chinh May dién thoai Mang theo nguoi

Tai lidu van ban gidy (hgp dong, hoa don, vv.) | Ban chinh Trong ngan kéo Van phong

5.1.2. Xac dinh cac thiet bi lwu trir trong TC,DN
Phan loai dir liéu can luu triv
e n Ban chinh/ o - T
Loai dir li¢u . Thiét bi luu triv Vi tri
Bin sao
Tai licu dién tir Ban chinh O cirng may tinh Van phong
Ban sao lai Pia CD O nha
Mot s tai liéu dién tor quan trong | Ban sao lai Thé nhé USB Mang theo nguoi
Ban chinh Oct ay tinh Vin pho
Co sés dit iéu Chuong trinh an el cume may t “n phong
Ban sao lai Pia CD O nha
Th dign tir va danh sach dja chi | _2an 520 lai Méy chii Gmail ______| Internet
email Ban chinh Thunderbird cai dt trén may| - phong
tinh
Ban chinh May dién thoai Mang theo nguoi
gllgn ':ﬁf; v danh sich lién lac Ban sao lai O clmg mdy tinh Van phong
Ban sao lai SIM card dy phong O nha
Tai ligu van ban trén gidy Ban chinh Ngan kéo Van phong
Scanned documents Ban sao lai Pia CD O nha

5.2. SAO LU’U DU’ PHONG D(¥ LIEU

. 5.2.1. Khai niém vé sao lvu dy phong
. 5.2.2. Cac co ché sao lwu va cach phan loai
. 5.2.3. Mot s6 cong cu sao lwu dy phong cia Windows




5.2.1. Khai niém vé sao lwu dw phong

.- Sao lwu va phuc hoi 1a mot qua trinh tao va lwu trir cac ban
sao cla di liéu dé tranh sy mat mat di liéu

. Vi sao can sao lvu dy phong?

- Sao lwu di¥ liéu (Data backup) la viéc tao ra cac ban sao ctia dir liéu
gbc, cét gitr & mdt noi an toan dé cé thé Iy ra siv dung (restore) khi

hé théng gap sw cb.

- Sao luu (backup) dir liéu Ia cach tét nhat hién nay dé bao vé dir liéu
cla hé thong tranh cac sy co hodc tranh viéc hdng hoc khi bi tan

cong.
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5.2.2. Cac co ché va phan loai

« Onsite Backup
+ La loai hinh sao lvu dit liéu ma ban sao
luu duoc luu trong cung facility (co so
ha tang luu tgﬁ‘% Vv6i dir lieu goc.
Phuong phap c6 dién thuong dung la
sir dung tape.
+ Tape backup I3 ki€u sao Iuu dinh ky dir
liéu tur thiét bi chinh sang hop bang
« Uudiém:
+  Bing théng dung dé sao luu Ién nén téc
d0 sao luu, khoi phuc nhan
« Nhuoc diém
+  C6 thé mét dit liéu khi co van dé xay ra
va@i facility, hodc bi hack/chiém quyén.

Offsite Backup

Dit lieu backup duvoc luwu khac

facility voi dit lieu goc, hodc & mot

noi khac, hoac duoc luwu trit trén

cloud.

Uu diém:

« Offsite backup c6 do an toan dit liéu
cao.

« (6 thé thué cac hé théng Cloud dé luvu
triv

Nhuoc diém

- Offsite Backup la t6c d6 sao luu, khoi
phuc phu thudc vao bang thong két néi
gitta hé thong chinh va hé thong du
phong.

5.2.2. Cac co ché va phan loai

On Site

Original Data Copy

BE
o

Primary Backup On Site:

External Drive

Off Site

Secondary Backup Off Site

Data Warehouse / Data Centre

P

Online / Cloud

5.2.2. Cac co’ ché va phan loai

- Local Backup:
» Local Backup la hinh thirc backup
cuc bd. Cac nay st dung cac thiét
bi nhé roi nhw & cieng, 6 clng di
dong, USB hay tham chi la dia CD
va DVD dé Iwu triv.
. Uu diém:
«  Thuyc hién lwu trir kha nhanh
+  C6 thé thuc hién moi thoi diém
- Nhwoc diém;
« D6 an toan chwa cao.

Online Backup
e Luwu trlr di liéu trén Interpet bang cach
str dung mét nha cung cap dich vy lvu
trir, thay vi lwu trie d@ liéu cuc bd trén
mét dia vat ly, 6 cirng may tinh.
Uu diém
* D0 an toan va tin cay cao
+  Céthé thyc hién moi thoi diém, moi dia
diém tir nhiéu thiét bj khac nhau
Nhuoc diém
*  Phu thudc vao mang Internet
+  Phu thudc vao duong truyén, két ndi
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5.3. Phuc hoi va phan loai

Phuc hoi
Phuc hoi 13 cdng doan dua dir
liéu, i‘ng dung hodc hé théng tr&
lai trang thai san sang st dung

Phén loai:
Phuc hoi di¥ liéu
Phuc hdi irng dung
Phuc hoi hé théng

Phuc hoi dir liéu

La qua trinh 14y lai d@ liéu tir
trang thai bi hw héng, bi 16i hoac
khong thé tiép can duoc trén cac
thiét bj lwu trir thir cip hodc trén
cac phuwong tién truyén thong
nhdm dwa vé trang thai co thé str
dung duoc

Phuc héi bang phan mém
S dung cdc phan mém chuyén
dung

St dung cac ban sao luu

St dung tlr céc ban sao lwu dy
phong cla dit liéu

=

N,

Phuc hoi &rng dung

La qua trinh dwa trang thai
khéng hoat dong hoac
khong st» dung dworc cla
trng dung ve trang thai cé
thé st dung dwoc hay co
thé hoat dong binh thuwdng

St dung céc cong cu dé sira 16i,
va cac 10 hdng hodc cap nhat
cac phién ban mdi clia irng
dung

Cai dat lai ng dung




Y

Phuc héi hé théng

- La qué trinh dwa trang thai - Slr dung cac cong cu dé sira 16i,
khéng hoat ddng hoac va |8i hodc cai dat lai cac théng

khong st dung dwoc cac s

(bng dung trong hé thong vé . ¢ it lai hé théng

trang thai co thé str dung T

dwoc hay cé thé hoat déng

binh thudng
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Phuc hoi dir liéu

* Hard drive, camera card, USB, Zip, floppy

disk, iPod and other media

Recover a Drive
Accidental format.

« Emptied from the Recycle Bin
o aaiog s oo

« Accidental format, reinstalled Windows. =
* Hard disk crash T,
«  Partitioning error et it
Mors nfy
* RAW hard drives BL
«  Documents, photos, video music, email. %
FRecover Files Recover Dri
« Recovers NTFS, AT(12/16/32), exFAT, HFS,

HFS+ | |

Y

Phuc hoi di¥ liéu van ban

- Phuc hdi di liéu van phong
« Cacfile tai liéu c6 trong bo pm van
phong
- Word, excel, ppt, access, visio, ...

Phuc héi nhiéu kiéu dir liéu

+ MiniTool Power Data Recovery phuc
hoi di¥ liéu bi mat trong cac phan hoach
FAT12, FAT16, FAT32, FAT64 va NTFS

. Chay t&t trén Windows 98, Windows

2000, Windows 2003, Windows XP,
Windows 7, Windows 2008, vv.

+ MiniTool Power Data Recovery la mién
phi cho gia dinh va nguoi dung gia dinh.

Power Data Recovery
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Phuc héi hé théng

(R AVIRA (gt oo vy g

Rescue System + Stra chita hé théng

« Phét hién sai sét trén 6 dia

« Boot may

« Clu dit liéu

« Quét hé théng dé tim virus.

« Chican ghivao CD /DVD. Sau d6 sir

dung dia CD / DVD dé khéi ddng may
tinh

Mot sé cong cu phd bién

. Acronis True Image

. NovaBACKUP

. EaseUS Todo Backup

. AOMEI Backupper

. Macrium Reflect

. Genie Backup Manager

. Paragon Backup & Recovery
. Backup4all

. NTI Backup Now

- 10. O&O Disklmage

O 00 NO U B WN -

o

Cau héi on tap chuvong 5

. Sao lwu 1a gi? Vi sao can sao Iwu thdng tin va di liéu trong hé théng thong tin cha td

chtrc, doanh nghiép? Hay giai thich va 14y vi du minh hoa

. Céc kiéu sao Iwu théng tin va di liéu trong hé thdng théng tin cla td chirc, doanh

nghiép? LAy vi du minh hoa

. So sanh sy giéng nhau va khac nhau clia sao lwu va dy phong? Khi ndo thi goi 1a sao

Iu? Khi nao thi goi la dw phong? Hay giai thich.

. Céc kiéu sao lwu dy phong phd bién? Minh hoa thuc té

Hay trinh bay cac cong cu sao lwu dw phong phd bién ctia Windows?

. 6.2. CAC KIEN TRUC AN TOAN TIN

Chuong 6: Pam bao an toan cho HTTT

- 6.3, MOT O GIAI PHAP AN TOAN CHO HE

6.1. DAM BAQ AN TOAN BANG THONG THONG TIN
MO HINH NHIEU LOP +  6.3.1. Phan quyén ngudi sir dung
+ 6.1.1. Bdo vé& mic quy trinh va * 6.3.2.Bi0 matkenh truyén

*  6.3.3.SU dung tuong lira

- 6.4.MOT SO GIAI PHAP AN TOAN CHO
NGUOI DUNG TRONG HE THONG THONG

chinh sach

+ 6.1.2. Bdo vé hé théng théng tin
theo nhiéu muc

e 6.4.1. Sir dung phan mém diét virus

6.4.2. St dung mat khau manh.

6.4.3. Xac minh thiét Iap bdo mat phan mém
6.4.4. Cap nhat cac san pham bao vé

6.4.5. Xay dyng tudng |ira ca nhan

6.4.6. Thudng xuyén sao lwu dy phong

6.4.7. C6 co ché bao vé chdng lai cac nguy co

CHO HE THONG THONG TIN
« 6.2.1. B 1SO 27001 va md hinh an
toan cho HTTT (ISMS)
+ 6.2.2. Khung bao mat cta NIST
(NIST Security Framework)




6.1. DAM BAO AN TOAN BANG MO HINH NHIEU LOP

. 6.1.1. Bdo vé murc quy trinh va chinh sach
- 6.1.2. Bio vé hé théng thdng tin theo nhiéu mirc
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6.1.2. Bao vé hé théng thdng tin theo nhiéu mirc

Mtrc di liéu ; L
D{r liéu c6 cdu tric
Dit liéu phi cau trac

Laptops &
Mobiles

8-

&

Intranet &
Extranet

n
G

6.1.1. Bao vé muirc quy trinh va chinh sach

M6t chinh sach an ninh théng tin bao gém:
Xac dinh dwoc pham vi;
Phan loai cac nhom théng tin;
C6 muc tiéu quan ly ré rang;
Xac dinh dwoc nglr canh/ bdi canh;
Co tai liéu hé tro;
C6 hwdng dan cu thé;
Cé trach nhiém ro rang.
Xac dinh/Dy doan dwgc hau qua.

6.1.2. Bao vé hé théng thong tin theo nhiéu mirc

Mtrc ing dung - Giai phap
Ung dung offline + Co chétruy cap va kiém soat
(*ng dung trén may ca nhan Bao mat va lwu trit cac phién truy
Ung dung trén LAN cap
Ung dung online -+ Quan Iy cac cdu hinh va khung nhin
Ung dung riéng « Bao vé m3 ngudn cac rng dung
Ung dung chung
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6.1.2. Bao vé hé thdng thong tin theo nhidu mirc "~ 6.2. CAC KIEN TRUC AN TOAN CHO HTTT

Mtrc vat ly - Giai phap . 6.2.1.B6 1SO 27001 va md hinh an toan cho HTTT (ISMS)
- Taitd chitc, doanh nghiép * Xay dung thoi quen st dung cac - 6.2.2. Khung bdo mat ctia NIST (NIST Security Framework)
. Tainha thiét bi an toan

Khi st dung cac thiét bj di déng + S dung cac thi€t bj co ngudn

gbc rd rang
- Sr dung cac bién phap va chinh
sach bao vé thiét bj

6.2.1. BO I1SO 27001 va mo6 hinh an toan cho
HTTT (ISMS)

Hé théng quan ly an toan théng tin (Information Security
Management System - ISMS) hé tro
Thyc hién viéc giam sat,
Quan ly hé théng théng tin,

o
Tang cuwdng mirc d6 an toan, bado mat, giam thiéu rdi ro cho hé théng théng tin, ’ . [BEe
Pap ng dwoc myc tiéu clia doanh nghiép, té chirc. ) - e
ISO 27001 Ia tiéu chudn québc t& dac ta cho cac hé théng quan ly
ATTT (ISMS) cung cép:

Mat mé hinh théng nhat dé thiét 1ap, van hanh, duy tri va cai tién hé thdng quan
ly ATTT cho céc t6 chire, don vi
Tuan thi theo mét hé théng quan ly ISMS
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Mot s6 diéu khoan chinh cua 1S027001

- Céu tric tiéu chuan ISO/IEC 27001: 2013 gém c6 07 diéu khoan
chinh (tlr phan 4 dén phan 10 cda Tiéu chuan):

.« Diéu khodn 4 - Pham vi t chirc

. Diéu khodn 5 - Lanh dao

. Diéu khodn 6 - Lap ké hoach

- Didu khodn 7 - H6 tro

- Diéu khodn 8 - Van hanh hé théng

- Diéu khodn 9 - Banh gia hiéu néng hé théng

« Diéu khodn 10 - C&i tién hé théng: Gilr viing nguyén tic 4 buéc

«  Lap k& hoach - Thyc hién - Kiém tra - Hanh dong (P-D-C-A: Plan — Do — Check -
Action),

ZO=SD=SZmMmImroI~

IMPLEMENTATION

6.2.2. Khung bao mat cia NIST

- NIST st dung mét sb dang tai liéu d& cong bd, phd bién cac tiéu chuén
va hwéng dan mat ma.
+  Céc tiéu chuén xt ly théng tin lién bang (Federal Information Processing Standards - FIPS),
+  Céac 4n pham dac biét (NIST Special Publications - NIST SP)
+ Céc bao cao ndi bd/lién nganh (NIST Internal/Interagency Reports).

- Khung bao mat NIST

+  FIPS PUB 197 mé ta thuat toan ma khéi AES;

+ FIPS PUB 186-4 md ta c&c tiéu chuén vé chir ky sd (Digital Signature Standard - DSS), bao
gom lwgc do chir ky so: DSA, RSA, ECDSA. Ngoai ra, trong FIPS 186-4 cling dwa ra cac
tiéu chun an toan va thuat toan sinh cac b tham sb cho cac lwgc db chi ky sé néu trén;

+  FIPS PUB 180-4 mo ta tiéu chuan v& ham bam bao gém cac ham bam: SHA-1, SHA-256,
SHA-224, SHA-384 va SHA-512;

+  FIP PUB 198-1 md ta tiéu chudn ma xac thuc thdng bao ham bam c6 khoa.

6.2.2. Khung bao mat cua NIST (NIST
Security Framework)

+NIST SP 800-185 md td cac ham dan xuit SHA-3: cSHAKE, KMAC, TupieHash,
ParallelHash;

« NIST SP 800-184 huéng dan khoi phuc sw kién an toan mang;

+ NIST SP 800-163 mé ta viéc kiém dinh, danh gia an toan trng dung di dong;

« NIST SP 800-145 md ta cac khai niém dién toan dam may;

« NIST SP 800-133 dua ra cac khuyén céo vé sinh khéa mat ma;

- NIST SP 800-132 dwa ra cac khuyén céo vé dan xuét khoa dwa trén mat khau;

+ NIST SP 800-131 md ta v& cac thuat toan va do dai khoéa mat ma;

+NIST SP 800-130 mé ta khung hinh chung cho viéc thiét k& cac hé théng quan ly khéa
mat m3;

+ NIST SP 800-95 hwéng dan cac dich vu web an toan.

. Ca &n phdm NIST SP khac c6 thé tham khdao tai dia chi

https://csrc.nist.gov/publications.




Cac budc trién khai NIST

Lén ké
hoach hanh
dong phan
tich khoang

cach

Thiét lap - Pénh gia
cac muc Tao ho tinh trang

tiéu can dat o chi tiét hién tai cua
duge to chirc

Hinh 6.3: Cic bwéc trién khai NIST

6.3. MOT SO GIAI PHAP AN TOAN CHO HTTT

. 6.3.1. Phan quyén ngudi st dung
- 6.3.2. Bdo méat kénh truyén
- 6.3.3. S dung twong Iira

e
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Panh gia hién trang

Cic linh vure chire niing riéng Diém s6 Kétgui
Cic chuyén gia cta riéng linh vuc danh | Diém cho bai chuyén gia | Tong hop diém s6 va so sanh vai
gid dya trén cdu trie 16 chirc va cho diém | so sinh véi nhom nong | mye tidu 16 chirc dit ra. Khoang cich
mdi chire nang, 16p v lop phu cot déc lip i ro tinh dwgc can duge gidi quyét.
Linhvye1 | Linhvye2 | Linh vire 3 | Diém trung | Diémcia | Tong | Muyc tiéu Khoing
(Chinh sach) (Mang) (Ung dung) | binh cia nhém hop cip dé cich rai ro
chuyén gia | nong cot

Xic dinh

Quan Iy
Bio vé
Phat hién
Ung phé

6.3.1. Phan quyén ngui sir dung

- Phén quyéen nguwdi dung
+ Nhirng bién phap giup phan

chia r6 rang quyen han, cach
thirc thao tac doi véi hé thong
theo nhirng yéu cau khac
nhau nham dam bao duoc sw
an toan cla hé théng ciing
nhw d&m bdo tinh riéng tw
clia moi nguoi.

e

- Nguw¢&i dung
« Nhi*rng nguoi dwoc quyén
dang nhap va sl dung tai
nguyén cua hé thong trong
pham vi quyén han cua minh
. Phéan loai
- Nguw&i dung cuc bd
« Nguw&i dung toan cuc




6.3.1. Phan quyén ngudi str dung

Quan tri tai

Ngudi digu Ngudi digu
hanh chung hanh chung
T
T T
Ngudi digu Ngui didu Nguivi digu
hanh module hanh medule hanh module
T

r T u T
l Thanh vign \ l Thanhvién lKha'chtruycép\ !Khéchuwcap Khach truy cap

Hii

6.3.2. B3o méat kénh truyén dir liéu

. Bao mat kénh truyén . Giai phap
- Bao mat kénh truyén di liéu + Ma hda kénh truyén

1a viéc bao mat cac di lieu + SsL

« SET

khi chung dwoc truyén trén
kénh truyén théng

« B3o mat mang khong day
« Sr dung cédc chirng chi an toan
e Ching chica nhan
+  Ching chi cho t& chirc, doanh
nghiép
« Giao thitrc an toan chung

e
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6.3.1. Phan quyén ngudi str dung

CONTROLSERVER

6.3.2. B3o méat kénh truyén dir liéu

. SSL ‘ P
- SSL la giao thirc da myc dich dwoc thiét
ké dé tao ra cac giao tiép gitra hai_
chwong trinh (hng dung trén mét cong !
dinh trwéc (Socket 443) nham ma hoa |
toan bo théng tin di/dén ‘
+ Giao thirc SSL dwoc xay dyng trén tang :
giao van ctia mé hinh TCP/IP
- Co64tang ‘ S—
« Alert
« Change Cipher Spec ‘

Change
Cipher
Spec

ssL
Handshake
Protocal

IP Protocol

« Handshake
* Record

e
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- SET
« Muc dich:

+ (1) Bam bao vé dd chinh xac clia
théng tin nha/gtri

* (2) Dam bao tinh toan ven cla
thong tin khi dwoc truyén

+ (3) Tao ra co ché chirng thuc ca
ngwdi mua hang/ban

- Hoat dong

Cardholder

Certificate
Authority

Payment
Network

Payment
Gateway

6.3.2. B3o méat kénh truyén dir liéu

. B3o mat mang khong day . Coché
- Wifi (Wireless Fidelity) - WEP cung cip bdo mat cho dir
- WEP (Wired Equivalent Privacy) liéu trén mang khong day qua

- Gidi phap phuong thirc m3 héa st dung
- (1) S dung khéa WEP c6 d6 dai thudt toan déi xing RC4, duoc
128 bit ’ Ron Rivest - Thudc hang RSA

. (2) Thuc thi chinh sach thay d6i Security Inc néi tiéng - phat trién

khéa WEP dinh ky

+ (3) S& dung céc cong cu theo dbi
0 liéu théng ké dit liéu trén
dudng truyén khdng day

6.4. MOT SO GIAI PHAP AN TOAN CHO NGU'O1 DUNG TRONG
HE THONG THONG TIN

. S dung phan mém diét virus

- Sr dung méat khau manh.

. Xac minh thiét 1ap bdo mat phan mém
- Cap nhat cic san pham bao vé

. Xay dyng twong Itra ca nhan

- Thuwong xuyén sao lvu dy phong

. C6 co ché bao vé chdng lai cac nguy co

Cau héi chwong 6

. Vi sao can bao vé thong tin cla hé thdng thong tin béng nhidu I6p va nhiéu phwong phap khac
nhau? Hay giai thich va lay vi du minh hoa

2. Trinh bay chi tiét cac mirc can bao vé cho thong tin trong hé théng théng tin clia t& chirc, doanh

nghiép?

3. Nguyén téc cta ISO 27001 la gi? Vi sao mdi t& chirc, doanh nghiép can khao sat thuc trang trwéc

khi trién khai quy trinh 1SO 270017

4. Thyec trang trién khai ISO 27001 & Viét Nam va trén thé gi6i? Vi sao b tiéu chudn déu c6 phan

tuy chinh cho méi quoc gia?

5. Hay trinh bay cac thanh phan trong khung bao mat NIST?
6. Trinh bay cac ban dic biét ctia NIST? LAy vi du minh hoa.

7. Nguwoi dung 1a gi? Vi sao phai phan quyén ngudi ding trong hé théng théng tin clia t& chirc,
doanh nghiép? Hay giai thich

8. C6 nhirng kiéu ngudi ding nao trong hé théng thong tin clia doanh nghiép? Quyén va nghia vu
clia moi nhdm ngwdi dung? Hay lay vi du minh hoa.




CHU'O'NG 7: AN TOAN DU LIEU TRONG TMDT

7.1.CHD' KY SO

7.1.1. Mét s6 khai niém

7.1.2. Co ché hoat ddng clia chir ky s&
7.1.3. Phan loai chir ky s6

7.1.4. Uu va nhwgc diém clia chir ky s6

« 7.4.BAO MAT WEB
7.4.1. M6t vai khai niém
7.4.2. Céc nguy co ddi voi Website
7.4.3. An toan cac website thwong mai
7.4.4. Cac bién phap bao mat cho Website
7.2. CHUNG THUC SO + 7.5.BAO MAT TREN CAC PHUONG TIEN TTXH
*  7.2.1.Khainiém 7.5.1. Gi6i thiéu vé cac phuong tién TTXH
* 7.2.2.So db chirng thuc sé st dung khéa cong khai 7.5.2. Cac nguy co trén cac phuong tién TTXH
7.3. AN TOAN DU LIEU THANH TOAN DIEN TU 7.5.3. An toan trén cac phuong fign TTXH
* 7.3.1. Tdng quan vé thanh toan dién t&r 7.5.4. Mot s0 bign phap

e 7.3.2. Céc dac trung cla hé théng thanh toan dién tir

¢ 7.3.3. Antoan thdng tin trong thanh toan dién tl
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7.1.1. M6t s6 khai niém

- Luét giao dich dién tir (ngay 29/11/2005)

.- “Chir ky sb dw(yq tao lap dwéi dang tw, Chl:l’i sé,‘ ky hiéu, é]m thanh hoac cac
hinh thirc khac bang phwong tién dién tl, gan lien hodc két hop mét cach logic
véi théng diép d,fr liéu, c6 kha nang xac r)hén nguwoi ky thong diép dir liéu va
xac nh?n sy chap thuan cda nguwdi d6 doi véi ndi dung thong diép dir liéu dwoc
ky” (Bieu 21, Khoan 1).

. Tinh chéat

+ (1) C6 kha nang kiém tra dwoc ngudi ky va thoi gian ky,

+ (2) C6 kha nang xac thuc cac ndi dung tai thoi diém ky

+ (3) Cac thanh vién thir ba co thé kiém tra chl ky dé giai quyét cac tranh chap
(néu co).

7.1. CHI KY SO

7.1.1. Mot sb khai niém
7.1.2. Co ché hoat ddng cta chi ky s6
7.1.3. Phan loai chi ky sb

7.1.4. WYu va nhuoc diém cla chi ky s

7.1.1. Mét s6 khai niém

Yéu cau:

« (1) Phai la mét mau bit phu thudc chat ché vao van ban dwoc ky,

+  (2) Viéc tao ra chi ky phai don gian, thuan tién, dé& dang,

-« (3) D& dang cho viéc kiém tra (ngwdi nhan/ ngudi glvi/ nguwoi xac minh)
+  (4) Kho gid mao chir ky

«  (5) Phai lwu gitr dwoc mét ban sao clia chi ky sb
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7.1.2. Co ché hoat dong cua chiv ky s6

Tae chir ky

Théng di¢p

Ban tém luge

:Ml" Too chir Char
L kys ki sb

Théng diép nhin duge

Thujt todn bim an todn

Bén 1é6m luge

Chir Kiem
ky sé chir
Chir ky hop 1§

hoidic
Chit ky khong bhop 1§

Kiém tra chir k¥

1

Cj Khod
cdng khai

4
” ~

7.1.4. Wu va nhwoc diém cua chiv ky so

. Uu diém

(1) Chir ky & dam bao tinh khong thé
chéi cai.

(2) C6 thé st dung chir ky s6 dé thiét
1ap mot kénh truyen tin c6 xac nhan

. Nhuoc diém

(1) Thuat toan sinh chi¥ ky sé tiéu tén
nhiéu thoi gian

(2) Dung lwong clia chiv ky s& hoan
toan phy thudc vao dung lwong cla
thong diép.
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7.1.3. Phan loai chi¥ ky s6

. Chir ky sb truc tiép

Chir ky s6 tryc tiép 1a hé thdng chir ky
trong do chi co sy tham gia clia nguoi
gli va nguoi nhan.

Chi ky sé dwoc tao ra bang cach ma
héa toan bo théng diép hodc chudi bam
clia théng diép bang khoa riéng ctia
nguoi gl

Chit ky cta bén thi ba

Chir ky s6 clia bén th(r ba dong vai trd mot
trong tai vién.

Kich ban

Gia str X mudn glri mét thong diép can bao mat
choY:

(1) X ky thong diép => thanh vién tha ba M
trwde khi giri cho Y,

(2) M kiém tra nguén géc, ndi dung thong diép
va chiv ky clia thong diép => gén tem thoi gian
va gti cho Y

Véi sy tham gia clia M c6 thé giai quyét
van d& chdng chéi bo clia X trong st
dung chi ky tryc tiép.

Str dung chir ky dién tlr trong ké khai thué & Viét Nam

<hi¥ ky 55 cong cdng cBp

Xac nhén ding 1a chir
Ky 55 cua Van A

/ (.
{ Internet
-\ -
T khai thué]
Khéa bi mét cia Nguyén Van A do (43 duge 4
T& chirc cung cap dich vu chimg thuc kv59,_4

—

Méy tinh cia Co quan thué
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7.2. CH’NG THUC SO

. 7.2.1. Khai niém chirng thuc sb

. 7.2.2. So dd chirng thuc sb str dung khda cong khai

7.2.1. Khai niém chirng thwc sb

Chirng thue sb (Digital Certificate) la mét giadi phap trong bao mat an toan théng tin.
La hoat dong chtrng thye danh tinh cua nhirng ngwdi tham gia vao viéc glri va nhan
théng tin qua kénh truyen,

MGt gidi phap cung cap cho nguoi diing nhitng cong cu, dich vu can thiét dé thyc hién
viéc bao mat thong tin, chirng thyc nguén goc va ndi dung théng tin.

Chirng thuc sb 1a mot loai “gidy to” dién t& dung dé chirng thwe ban Ia ai khi ching ta
tham gia vao mang Internet.

Chirng thwe sb dwoc cp béi mét co quan chirng thuc co uy tin trén thé giéi.

7.2.1. Khai niém chirng thwc sb

.« Mét chirng thwc s6 bao gdm: . Phan loai
+  Khoéa cong khai cla nguwoi s& hiru ’

chimg thyc sé nay, « (1) Chirng thwc cho may chu Web

A N o (Server Certificate)
« Cé&c thong tin riéng clia ngudi s& hiru ) A R N
chung thuc, *  (2) Chirng thyc cho cac phan mém
«  Han st dung, «  (3) Chirng thyc ca nhan
«  Tén co quan cép ching thyc dién ter, + (4) Chirng thyc cla cac nha cung

+  Sb hidu clia ching thuc, cép chirng thyc dién tor

«  Chi ky clia nha cung cép.

Qui trinh tao mét chirng thwe sé

+ (1) Tao ra mét cap khda cong khai va khda bi mat cda riéng nguwdi dung

+  (2) GWiyéu cau xin cap chirng thuc dién tor

+ () CA nhan dugc céc thong tin can thiét cho chirng thwe, CA kiém tra sy chinh xac
clia céc théng tin nhan duwgc nay

+  (4) Xéac dinh tinh chinh xac cla cac thong tin, CA sé tao ra mét chirng thuc )

* (5) CA phan chia chirng thuwc nay thanh cac doan bam sau do tién hanh ma hoa
ttrng doan bang khoéa bi méat cia minh va trén moéi phan s dung chi ky riéng cdia minh
dé ky lén dé va guvi tré lai cho don vi déng ky chirng thuc dién td.

+  (6) Mét ban sao cta chirng thwe dwoc chuyén t6i thué bao (tb chirc/ca nhan) va cé
thé thong béo lai t¢i CA la da nhan dworc,

+ (7) CA c6 thé Iwu gilr ban sao cla chirng thuc sb,

+  (8) CA ghi lai c4c chi tiét ctia qua trinh tao chirng chi vao nhat ky kiém toan




7.2.2. So d6 chirng thwc sé str dung khéa cong khai

Khod ricng ca

Khoa chung ctia
ngudi nhan

ngudi nhan

Bwéc 1: Chiv ky ? 'L

so tao bé&i khoa
A . Van ban Van ban Ma hoa |Vanban| Giai ma Van ban Van ban
cong khal gée gée ‘J ma hoa gée gbe
4 L
Ngurdi giri S Truyén van ban S Ngudi nhan
7 trén Internet

| Xeo ot
@’=T? &

Khoa chung ctia

Khod rieng cla
ngudi ky

ngudi ky

—

S .

16/01/2021

7.2.2. So’ d6 chirng thwc sé str dung khéa cong khai

Bwéc 2: Chirng You chu cap

e o .- \‘"::":7\\%%*

4

Cag co quan
6 ihir s olia chimg thue / chimg nhan
dién
Phién ban
Tén ngudi phat hanh
Théi han gia tri
Tén ngudi dugc chimg nhan
K“r?:m{ dugc Egi‘:ga nhan
Chﬂ'lé}’v‘c&a ©d quan
ShEuan DGi tac giao dich

Céae théng tin khac Z } thurang mai dién tlr
(ngusi mua hoac ngudi ban)

E=

dung chir ky sé =

T8 chirc/ca nhan

Chu ky sdéng ctia chirng thuwc sé

—.‘ Cap khoa durge phat sinh |

’| Chimg nhan dwrge phat hanh I

l

Chitme nhén lai Chirng nhan con hiéu lwe Khoa bi mat
nmg than it va dang dugc sir dung bi ton thuong

4{ Chimg nhan hét han l Cll)li‘;[]l)i 'lll]é?u
C}—! Cip khoa bi hét han l
t

—

——

7.3. AN TOAN DU LIEU THANH TOAN DPIEN TU

7.3.1. Tébng quan vé thanh toan dién to
7.3.2. Cac dac trwng clia hé théng thanh toan dién tir

7.3.3. An toan thong tin trong thanh toan dién to

:;EI?:W -




7.3.1. Téng quan vé thanh toan dién tir

Thanh toan dién t&r la hé théng cho phép cac bén tham gia mua va ban
tién hanh thanh toan véi nhau twong tw nhw trong cac phuong thire
thanh toan truyén thong da co.

Mb t& hoat ddng ctia mot hé thdng cé nhiéu bén tham gia.
Nguwéi mua (ngudi tra tidn) va nguwdi ban (ngudi dwoc tra tién).
Ngwéi mua va ngudi ban dwoc dai dién bdi cac may tinh va cac may tinh nay dwoc nbi voi
nhau théng qua mang may tinh dé thyc hién cac giao thirc thanh toan dién tce.

C6 s tham gia cuia cac td chirc tai chinh nhw 1a cac ngan hang dai dién

cho méi bén:
Cung cép céc hinh thic clia tién (mot vat thé mang gia tri trao d6i thanh toan)

+ DPbdng tién sé (Digital Coin), tién dién t& (Electronic Cash) hoic séc dién t&r (Electronic

Cheque).

7.3.2. Cac dic trwng cta hé théng TTDT

. Tinh chét
(1) Boc lap vat ly
(2) An toan
(3) Riéng tw
(4) Thanh toan ngoai tuyén
(5) Chuyén nhuong
(6) Phan chia
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7.3.2. Cac dic trwng cta hé théng TTDT

Cac thanh phan tham gia trong HTTTDT gbém:

(1) May chu Web Server

(2) May chu co s@ di liéu (Database Server)

(3) May chu Billing (Billing Server)

(4) Nguwoi mua hang (User) g~ S——
panes s gl

Thanh toan cua Vletmbank

Chupdatbn | [ emyfnsin
wio | ngealth

Ngan hang Nha nuée )

Mha cung cép
N

Téehire trung gian \\ Tochire qubcté

S avNPAY, \
3 - i
~*uzapay’ -/ - =
ﬁw./ —4 visa @& |+
NHTM s I >
i Waybi: « = eemsl|
o NN VO et o g0 i b i 78 NHTM  corclt 061 g0 et 01 QB it o i NHTI
¥ £80 cc Do WHTM v e HHTU 4 Cty b T4 ehire quie o
nghoiTd ch Chirng thoin it ;D':“
it of) oln NApas =Bl nbl gim kit obi gin Th okl M gy ekl ol gOn kb ol gin T Ka ol
Tk o g e HAPAS vt il ehire Tung gian véi e " *10 NHTH véi Co enire_trung gan by,
e cungeba 4 enie quée th e irn uan chinh phi hikna cung




Thanh toan dién tr khac

Q—E— B

. Té chirc the
Chiithé Website Céng thanhtoan qudc té
(00N Ty, ‘
£ S B
Zeassssasssasss >
ﬂllﬂ 3 @ F n
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BVCNT Ngan hang hang
thanh toan phaét
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7.4. BAO MAT WEB

- 7.4.1. M6t vai khai niém
. 7.4.2. Cac nguy co dbi véi Website
. 7.4.3. Cac bién phap bao mat cho Website

7.3.3. An toan théng tin trong TTDT

. vande - Giai phap

+ L3 manh d4t mau m& cho toi « Ngudidung
pham cong nghé cao

. Ty lé tin cdng cao, thiét hai lon

€6 nhiéu nguy co, 16 hdng

- T6 chirc cung cap dich vu
- Hatangphéply

7.4.1. Mot vai khai niém

- Vai tro chia website trong nén kinh té sé

. Cbng cu dé thu thap thong tin, cai thién chat lwgng san pham,
dich vy, cling nhu hiéu qua cta cac chién dich truyén thong;

. Gilp doanh nghiép ban hang va thanh toén tryc tuyén, tiét kiém
chi phi mat bang va nhan céng

La mot kénh dé phan phdi phan mém tryec tiép téi khach hang
« C6 nhiéu trng dung thiét thyc khdc nhu giao dich tai chinh, tién
dién tlr, thanh toan, k&t ndi, mang xa héi, v.v.




7.4.1. Mot vai khai niém

- Bdo mat Web la mét hinh thirc bao vé cac thong tin va tai nguyén clia hé

thdng website
(1) Co s& di¥ liéu cta trang Web
(2) Théng tin ca nhan ctia khach hang va thong tin cta té chive
() Tai nguyén ctia hé théng website
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7.4.2. Cac nguy co doi véi Website

(1) Tan cong vao hé thdng website ctia TC, DN va ca nhan
(2) Tan cong vao hé thdng may cha 1y cap théng tin

(3) TAn cong lam té liét hoat dong ctia hé théng may chi Web
(4) Gia mao nguwoi dung dé thwe hién cac giao dich gia.

(5) Nghe lén théng tin trén dudng truyén

Vai tro ciia bao mat Website

- Khi Website bj tan céng:

Gay gidan doan hoat déng kinh doanh;

Cé thé bj 16 dir liéu khach hang va théng tin quan trong cla t6
chire

Anh huwdng dén SEO

Anh hudng téi uy tin thwong hiéu;

Khéng thé thyc hién cac chién lugc trén Website

. => Cd vai trd quan trong trong hoat ddng SX, KD cla td
chtrc

7.4.3. Cac bién phap bao mat cho Website

. Bao mat Server
.+ Xay dwng chinh siach hoat déng cho may chi Web

« Phan quyén ngudi dung
« Sao lwu dinh ky
- Coché&maihoa

. Kiém soat truy cap va xac thuc danh tinh

. B&o vé tai nguyén may khach va dudng truyén




7.5. BAO MAT TREN CAC PHUONG TIEN TTXH

. 7.5.1. Gi6i thiéu vé cac phwong tién TTXH
- 7.5.2. Cac nguy co trén cac phuong tién TTXH
. 7.5.3. Mot sb bién phap an toan trén cac phwong tién TTXH
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n .
Phan loai
- Thi nhét la Social ‘Community: Nhém nay sé tap trung vao viéc phat trién cac
mang Iwdi quan hé va gan két nhirng nguoi cd cung mdi quan tam va sé thich.
«  Facebook, Twitter, ...
- Thi hai la Social Publishing: Day |1a cac trang website truyén tai va phd bién noi
dung trén mang.
«  Blog; trang tin tirc; microsite; cac trang dang tai tai liéu, nhac, video, hinh anh v.v..
« Thi& ba la Social Commerce: Bay la nhém phuc vu cho muc dich hd tro' viéc giao

dich, mua ban. Social Commerce la mét phén cua thwong mai dién ti, nfyi ngLy(:ii ban,
ngwdi mua c6 thé cha dong va linh hoat hon trong viéc tuwong tac, phan héi y kién.

+  Thi tw 1a Social Entertainment: Bang nhw tén goi, nhém nay chi yéu dung dé phuc vu
ngwoi dung véi muc dich vui choi, giai tri.
+  Trang website choi game tric tuyén, social game v.v

7.5.1. Gi®#i thiéu vé cac phwong tién TTXH

. Phuong tién truyén théng chinh Ia phwong thirc cu thé giup doanh
nghiép cé thé truyén tai thong diép, ndi dung cua chién lvong marketing
ctia minh t@i khach hang

. Céc phuong tién truy&n thong phd bién hién nay co thé ké dén bao gébm
béao chi, truyén hinh, internet, phat thanh sach, quang cao, bang dia,
dién thoai truc tiép.

- Phuong tién truy&n théng xa hdi la cac phwong tién truyén théng st
dung cac nén tang céng nghé dwa trén mang Internet

Phan loai
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7.5.2. Cac nguy co trén cac phwong tién TTXH

. C6 kha nang bi tin t&c tAn cong, danh cap tai khoan ngudi dung va cong
khai cac tai khodn nay Ién mang Internet dé trao doi, mua ban hoac gia
mao

. C6 thé bi kiém soat quyén truy cap tai khoan, ro ri thong tin ca nhan

. C6 thé bj nhiém ma doc

. Mét an toan qua mang

+  Céc tin nh&n nhanh / hom thw dién t& do bj k& x&u lgi dung cac phuong tién truyén théng xa
hoi dé liva ddo qua mang ( social engineering) hodc qua cac email.

+ Cac tro choi xa hoi nhw ro ri thong tin ca nhan hogc khi nguoi ding st dung mot s phan
meéem mién phi qua cac phwong tién truyén thong xa hoi.

+ Bild thdng tin vi tri/ bi theo ddi theo dia chi IP hoéc bi danh cép thdng tin
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n ?2e A ~
Cau hoi on tap chvong 7
. Trinh bay khai niém vé chir ky s6? Nguyén tic xay dwng chi ky sé va quy trinh hoat dong cta chi ky s6? LAy vi
du minh hoa

. Ching thyc sé 1a gi? Trinh bay cac thanh phan trong mét chirng thuc s6? Trinh bay sy giéng nhau va khac nhau
gitra chir ky sb va chiing thuc s6?

. Thanh toan dién t& 1a gi? Cac thanh phan tham gia trong mét giao dich dién t& c6 thanh toan? Hay lay vi du minh
hoa. Céc nguy co' clia mét giao dich dién tir c6 thanh toan? L&y vi du minh hoa

. Hay trinh bay mét sé gidi phap nham dam bao an toan cho céc giao dich dién i va giao dich dién t& cé thanh
toan?

. Bao mat website la gi? Hay trinh bay cac nguy co déi véi website thong thuwdng va website thwong mai dién t&?
6. Hay trinh bay mét sb giai phap dam bao an toan cho mét website thwong mai dién t&? L&y vi du minh hoa

7. Phuong tién truyén théng xa hoi la gi? Vai trd clia cac phuwong tién truyén thong x& hoi trong hoat déng clia cac
doanh nghiép thwong mai dién tcr?

. Trinh bay cac nguy co ddi voi ngudi ding va céc tb chire, doanh nghiép khi st dung cac phuong tién truyén thdng
xa hoi trong hoat dong kinh doanh?

7.5.3. Mot s6 bién phap an toan trén cac
phwong tién TTXH

Déi v&i cac ban nganh chirc ndng, co quan, té chirc, doanh
nghiép
- Tuyén truyén, gido duc
« Xay dwng chinh sach phap luat
« S dung céc bién phap ky thuat
- C6 co ché xac thuc ngwoi dung
« Khuyén cao ngudi dung khi ding nhap
Doi véi ca nhan ngudi dung
« Tao théi quen kiém tra va st dung mang Internet an toan
+ Han ché chia sé thong tin ca nhan
« St dung mat khau da manh
. Cai dat cac co ché xac thwc va kiém tra




